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Abstract

An Electronic Records Repository and an Archival Processing System have been developed to
support archivists in processing Presidential e-records. Accession, arrangement, preservation,
review, description, and creation of finding aids are supported. The data management system
includes the schema for the repository as well as metadata for arrangement, review,
preservation and description. The prototype system provides an environment for the
experimental application of advanced information technologies to archival processes.

Introduction

The first objective of the Presidential Electronic Records Pilot System (PERPOS) project was to
support archivists in gaining intellectual and physical control over the personal computer records
created and used during the administration of President George H. W. Bush. A second
objective is to apply advanced information technologies to support archivist's decisions in
processing Presidential e-records. A software system (also called PERPOS) was developed
using a method known as evolutionary prototyping. An initial prototype was constructed to learn
more about the problems of separating operating system and office application software files
from user-created files and viewing personal computer (PC) files in legacy file formats. Once the
prototype had been used in processing actual PC files from the White House Offices and the
requisite knowledge gained, the prototype was adapted to satisfy the now better-understood
needs.

Archivists who used PERPOS learned that there were some files that could not be viewed. The
files included password protected or encrypted files, damaged files, and files in obsolete formats
for which there were no viewers. The prototype was extended to include the capabilities to
recover passwords from protected or encrypted files, to use the recovered passwords to decrypt
files, to repair damaged files, and to convert obsolete file formats to current or standard formats
for which there were viewers. Then the prototype was used again to process Bush PC e-
records, more was learned, and the prototype was re-adapted based on archivist's
recommendations [3].

Then the prototype was used again, more was learned, and the prototype readapted. This
process of prototype use, learning and re-adaptation repeats until the prototype system satisfies
all the needs and has thus evolved into a system. The resulting, but still evolving system, is an
Electronic Records Repository and an Archival Processing System [4].

In the next section the activities of accession and systematic processing are described. Then
the repository data model is discussed. The PERPOS prototype system consists of two
subsystems, the Archival Repository Tool (ART) and the Archival Processing Tool (APT). These
two subsystems are briefly described.
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Accession and Systematic Processing

Figure 1 illustrates the dataflow of Accessioning and Systematic Processing activities that are
supported by the PERPOS prototype system. The numbered, labeled circles represent
systematic processing activities supported by the system. The labeled parallel lines represent
the kinds of information that are created, stored and used by the activities. The labels on
directed edges represent the kinds of information that are inputs or outputs of an activity or
stored as a result of activities and subsequently retrieved for use by other activities. The
rectangles represent entities external to the PERPOS system. Stepping through the diagram in
the numerical sequence of the activities, one sees the dataflow.
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Figure 1. Dataflow Diagram for Accession and Systematic Processing Activities

Archivists at the Presidential Library must first accession the electronic records (Activity 1).
Transferred files are loaded from media such as tapes or disks. An entry is made in an
accession register, and files that are associated with the accession are placed into containers
and stored in the Archival Repository (Holdings). Information about the accessioned containers,
such as the name of the collection, office name, and record series title are also entered into the
Catalog of Holdings. During accession, the archivist can open a container and browse its
contents to determine this information.



The first activity in the Systematic Processing of accessioned electronic record series is for the
Supervisory Archivist to schedule archival work. This involves loading the Accession register
and/or Catalog of Holdings to determine which containers remain to be processed, and
assigning work to archivists. Archivists start work by creating a Systematic Case (Activity 2).
Once a Systematic Case has been created, the archivist accesses the Catalog and finds the
containers associated with the record series they are to process. They add each container to
the Systematic Case they just created (Activity 3). To process one of the containers in a
Systematic case, the archivist Checks Out a copy of the container (Activity 4). This leaves the
original container in the holdings area as a backup and places a copy of the container in the
archivist's Work Area.

Sometimes accessioned PC record series will include the entire file system of a personal
computer—operating system and application files as well as user-created files. PERPOS
supports filtering file systems by blocking operating system and applications files and passing
through user-created files (Activity 5). This activity could be considered a preservation function
as it involves separating records and non-records. After each step of work, the archivist saves
their work back to the work area.

Archivists should attempt to maintain the original order of files in a file system, but some files
may not have been stored in the proper directory (folder). For instance, some word processing
files that should have been stored in a Correspondence directory may have been stored in the
root directory or in the directory including the word processing application. Archivists may need
to perfect the arrangement by moving misplaced files into the proper directory. This activity is
called arrangement (Activity 6).

Some PC files may be in obsolete or proprietary file formats that can no longer be viewed. Other
files may be corrupted due to media deterioration or file transmission errors. Other files may be
encrypted, so that there is a need to recover a password and decrypt the file so that it can be
viewed. These activities are referred to as preservation (Activity 7).

Next, PC records must be reviewed for Freedom of Information Act (FOIA) exemptions on their
disclosure to the public. They must also be reviewed for Presidential Record Act (PRA)
restrictions on their disclosure (Activity 8). During this activity, Presidential records are opened,
closed, or redacted. During review, an archivist may discover non-records such as software
application documentation or sample files for a software application that were not removed
during filtering. These can be marked for transfer to the Library. They may also discover
personal records that were misfiled with the Presidential records. These can be marked as
Personal Record Misfiles (PRMs) that can later be removed from the containers.

When the contents of a container have been filtered, arranged, preserved, and reviewed, the
container of processed records is checked back into Holdings (Activity 9). This results in the
processed container replacing the original container in the Holdings area.

When archivists have completed the preceding activities, they must describe the record series
(Activity 10). This involves loading the containers in the record series, viewing and describing
their contents, and determining the extent (number of files, number of bytes, or number of
pages) of the processed container. Non-records that are in a container and that were marked for
transfer to the Library can be removed at this time (Activity 11). Personal records marked as
PRMs should also be removed from containers.



Since the master copy that is stored in the repository may contain records whose access is
restricted in whole or in part, it is necessary to create a Reference Copy that includes just those
records that are open to the public or redacted versions of records. To do this, an archivist
creates a Reference Copy of the series containers that can be made available to the Public
Access System (Activity 12).

Archivists can access the containers of processed record series to re-review closed or redacted
e-records when access restrictions have expired. They can also access containers in Holdings
for preservation actions, such as converting to new file formats when current file formats
become obsolete.

Repository Data Model
The Electronic Records Repository consists of the Accession Register, the Catalog of Holdings

and the containers in Holdings. Figure 2 shows the classes of digital objects in the Repository
and their attributes.
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Figure 2. Repository Data Model

User Interface

PERPOS consists of two subsystems, the Archival Repository Tool (ART) and the Archival
Processing Tool (APT). The Archival Repository Tool supports Accession, Systematic Case
Management, FOIA Case Management and Description. Fig. 3 shows containers associated
with an accession.
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Figure 3. Containers Associated with an Accession.

Fig. 4 shows the arrangement of records in the repository after the accession of some e-
records. It shows that the collection Bush Presidential Records: Staff and Office Files consists of
Offices that consist of Record Series that consist of containers.

4 Archival Repository Tool o ] [
File Edit Activity Toolz Help

& B> Diescription Activity

L—"_I‘I#:j Bush Presidential Records: Staff and Office Files &

= ) Property W alue
% iﬂiﬂfﬁ ’s?azlcc:iealalimiatwes Office of Accession Number: 20050001
-fgy Agricultural Trade and Food Assistance, Offi HAID: - 15002 . . _ ! )
-fEg Appointments and Scheduling, Difice of ED“ECIIDH. Bush Presidential H,acurds. S.taﬂ and Office Files
El@ Appointments and Sceduling Dffice Files Office Mame: Counzel to the President, Office of the
LY 15005 Series Title: Lee Liberman's Files
--fgE Cabinet Affairs, Office of Container Type: Tar
-{EE Cabinet Secretary, Office of the |- Original Container Mame: 0002
~[EE Chietf of Staff to the President, Dffice of the Status: Inprocess
-f5E Communications, Office of Frocessing Archivist wd
- Comespondence Office, White House Processing Type Systematic
=B Council of Econarmic Advisors Caze Mo 2005-00710-5
=) Michasl J. Boskin's Files
-y 15008
F-EF Counsel to the Prezsident, Office of the
E@ Lee Liberman's Files
. 15002
El@ C. Boyden Gray's Files

- X 15007 -
1 | r

[ [3A7/2007 [7O0FM 4

Figure 4. The Arrangement of Collections as Offices and Containers of E-records.



The Archival Processing Tool (ART)

The Archival Processing Tool supports the activities of perfecting the arrangement of a file
system, converting legacy file formats to current or standard formats, recovering passwords for
encrypted files and decrypting these files, repairing damaged files, and reviewing e-records to
determine whether there are restrictions on disclosure.

Fig. 5 shows an example of the review activity. The left windowpane shows that a container
consists of directories (or folders) and files. When the name of a file is highlighted the attributes
of the file are displayed in the right windowpane. This figure shows that the e-record with
filename 106.rft has been closed because or Presidential Record Act restriction a(5),
Confidential Advice.
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Figure 5. Reviewing Presidential E-records
FOIA Processing

Five years after the end of the Bush Presidential Administration, Archivists at the Bush
Presidential Library began to respond to Freedom of Information Act (FOIA) requests, and that
continues today. This requires the capability to index and search the repository of Presidential
e-records for records relevant to the request. It also requires the capability to support review of
the relevant records including redaction of copies of the records. In addition, finding aids must
be created for FOIA collections, and the collections must be made available to the requestor.

Archivists learned that the number of files or file size as measured in bytes is not an accurate
measure of how much work needs to be performed during review of records related to a FOIA
request. These are also not good measures of how much work has been performed each day in
responding to a FOIA request. A method was developed for estimating the number of pages
represented by files of different formats, and accumulating these estimates as measures of the



number of pages in the results set of a FOIA search. This is a much better measure of review
work to be performed. The prototype was extended to include these capabilities [1].

Results

The method of evolutionary prototyping has been used to develop a prototype system to support
archivists in gaining intellectual and physical control of personal computer records from the
Presidential administration of George H. W. Bush. Archivists at the Bush Presidential Library
used the initial prototype and learned additional requirements for processing these e-records.
The prototype has been iteratively adapted to meet newly learned requirements. The archivists
at the Bush Presidential Library now have an Electronic Record Repository and Archival
Processing System that supports Systematic and FOIA Processing [2]. They are using the
prototype for experiments in FOIA Processing, and more has been learned that will be used to
further adapt the prototype system.

The prototype system also provides an environment for experimental application of advanced
information technologies to archival processes. These advanced technologies include content
extraction, grammatical induction and recognition of documentary form [5], automatic
summarization, knowledge-based reasoning, and knowledge acquisition. These technologies
are being applied to:

e Automatic extraction from e-records of document type, correspondents' names, subject

or title, and chronological date for inclusion in withdrawal information.

¢ Automatic summarization of the scope and content of record series.

e Assistance in reviewing Presidential records for PRA restrictions on disclosure.

¢ Improvement of the precision and recall of FOIA Search.
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