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e BitCurator packages forensics software (in a Linux
virtual machine) to augment digital curation
workflows in real-world collecting institutions:

- Reliable acquisition of bitstreams from digital media

- Scalable forensic analysis of disk images /
heterogeneous collections of documents

- Metadata acquisition from common file systems

- Preservation metadata and finding aid metadata
export

- Data visualization for complex data sources
- Redaction of private and sensitive information
- ldentification and removal of duplicate files



Commercial forensics tools are typically expensive, and not always
as reliable as you’d expect.

Lots of things important to collecting institutions that aren’t a
priority for forensics developers: access, redaction, preservation

| Oal, - g
metadata, etc.. [DOJFORENSIC'SCIENCE THEY/SAID
BitCurator packages (% : & Y
open source forensics
tech into a simple-to-
use virtual
environment to help
you avoid getting
bogged down.
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Creating Digital Forensics XML
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This XML file does not appear to have any style information associated with it. The document tree is shown below.

<dfxml version="1.0">
- <metadata>
<dc:type>Disk Image</dc:type>
</metadata>
- <creator version="1.0">
<program>fiwalk</program>
<version>4.1.0</version>
-<build_environment>
<compiler>GCC 4.6</compiler>
<library name="afflib" version="3.7.1"/>

to describe disk images

Identifying potentially private
information |

<library name="Tibew" version="20130416'/>
</build_environment>
- <execution_environment>
- <command line>
fiwalk £ X
Jsampleimage.E01
<Jcommand_line>
<start_time>2013-07-20T05:34:37Z</start_time>
Bulk Extrad <Jexecution_environment>
tor>

</creat

ml i Dat;

Description <image_fil E01</image_filename>

cte <partition_offset>0</partition_offset>
scan-ac <sector_size>512</sector size>

<block size>512</block size>

Looks for phone numbers, credi|

<ftype>2</ftype> S
scan_base64  Decodes BASE64 text 00/ PI0 OBk ,
& kml
scan_kml Detects KML (Keyhole Markup Language) files — & email
used to identify geographic locations aps
& 2es
scan_gps Detects XML from Garmin GPS devices & json
& exF
scan_aes Detects in-memory AES (Advanced Encryption 2ip
Standard) keys from the key schedules g :d‘:
scan_json Detects JavaScript Object Notation files hiber .
& winprefetc
scan_exif Detects EXIF structures from JPEG files
scan_zip Detects and decompresses ZIP f* i BitCurator-0.3.0 [Running]
streams GHex = 1y @) 2:21PM 2 BitCurator 3%
. RNING - Devices mount WRITEABLE
scan_gzip Detects and decompresses GZIP x - 0 terry-work-usb-2005-12-11.2.xml - GHex (right.click to change) -
streams [p62149623E 6A 20 26 20 26 20 26 3C 76 61 . <parent_ob| ISR
. 00214974)6A 65 63 74 3E BA 20 20 20 20 20 hect>. ino| [EEIS
scan_pdf Extracts text from some kinds o] 00214986/64 65 3E 37 32 3C 2F 69 GE GF 64 20 [de>72</inode>.
. (00214998] 20 3C 2F 70 72 65 6E 74 SF </parent_object>|
Detects and decompresses Win 002149AAl0A 20 20 20 20 66 69 6C <filename>L| P
P62149BCl6F 67 2F /] CECE N o1k servers
file fragments 002149CEl64 65 38 38 5F 2E 6A 76 67 €88 big.jpg</Tile
) [ P —— 002149E6/6E 61 6D 65 3E 260 20 20 20 ame>. <p

[ | [002149F2) 69 6F 6E 3E
fields from Windows prefetch fi [00214A0410A 20 20 20 20
| (00214A16} 3E OA 20 20

fragments

etch

ftion>1</partitions
L <id>2218</
<name_typ|

Selective data redaction

100214A28)65 25 77 ar ac At &1 an a= 2f 74 70 [N
l60214A310 | ® - © terry-work-usb-2005-12-11.3.xml - GH
oo anache | poz1av62pE o 26 20 20 20 5F 6F 62 . <parent_op)
lb6a 14700 | (09214974f6A 65 3E 0A 20 20 69 6E 6F [ject>. <inol
00214986/64 65 32 3C 2F 69 26 26 26 [de>72</inode>
00214908026 20 70 61 72 65 </parent_object>
Slgned 8bIE: | lg5140an0A 20 20 20 20 3C 66 69 6E <filenane>L|
Unsigned sbit: | 002149BC/6F 67 2F FENSENSENSENSENSENSENSESENS: log/
’ Signed 16bit: | [992149CE[54 65 SF 62 69 67 2E 6A 3¢ e IR oo/ T
002149E0)6E 61 3E 0A 20 20 20 20 3c Iname>.. <part

Unsigned 16bit: | 1992149F2(74 69 3E 31 3C 2F 70 61 69
@ st [00214A04f0A 69 64 32 I

Offset: 2145 [00214A16/64 20 3C 6D [d>
- [00214A28/65 65 5F 70
l00214A34020 65 73 69 7A 65

le0214n4cl32 69 7A 65 3E 6A

[00214ASE[20 31 3C 2F 6C

[00214A76]20 73 65 64 3E 31

ltion>1</partition>
<id>2218</ il
<name_typ)
le>r</name_type>.
<filesize>1271
p</filesize>.
<alloc>1</alloc>.
<used>1</use]

signed 8 bit: signed 32 bit: (858808152
Unsigned 8 bit: (88

Hexadecima: [58
Unsigned 32 bit: 858808152 octat: 130
S0/P00 OHER® 4




BitCurator has had 15 public releases (4 major releases) in the past
year. Some highlights (as of 0.5.8):

- BitCurator-specific GUI to assist collections professionals
running complex forensic tools.

- One-click mounting of forensically-packaged disk images

- Improved metadata export facilities (PDF, .xslx, and
visualizations)

- PREMIS metadata generation for forensic events and objects

- DFXML improvements and participation in the DFXML working
group

- Duplicate file detection and removal

- Byte-level redaction of pattern-matched features (e.g.
potentially sensitive information)
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BitCurator-0.5.8 [Running]
BitCurator Reporting Tool e & 13 ) 9:09PM 2 BitCurator %

ator Reports

I:JI 'Run All|| Fiwalk X Annotated Features Reports
[ S ) Y

Comput =t Run fiwalk, annofsffe the bulk_extractor output, and generate Office / PDF reports. Documentation and

e n bulk_extractor yet, use the button to the right to -
launch and run it first. Launch BEViewer |

e
'T Image File
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BitCurator-0.5.8 [Running]

Mozilla Firefox =) 13 4) 10:40PM 2 BitCurator it

@ {_iFfile:///home/bc...rts/premis.xml ﬂi]
@ file:///home/bcadmin/Desktop/bcoutput/reports/premis.xml

+@| |[B~ Google Q @

M This XML file does not appear to have any style information associated with it. The document tree is shown below.

. S <
¥ — <premis version="2.0" xsi="http://www.w3c.org/2001/XMLSchema-instance">

] —<object>

B~ —<objectldentifier>
= <objectldentifierType>1ba2e916-7718-11e3-9957-080027fa842e</objectIidentifierType>

<objectIdentifierValue>/home/bcadmin/Desktop/jo-work-usb-2009-12-11.E01 </objectIdentifierValue>

</objectIdentifier>
—

—<event>
: —<eventldentifier>
e <eventldentifierType>1ba39af0-7718-11e3-9957-080027fa842e</eventldentifierType>
W —<eventldentifierValue>
- E01/home/bcadmin/Desktop/jo-work-usb-2009-12-11.E01

</eventldentifierValue>
p </eventldentifier>
’ <eventType>Capture</eventType>
<eventDateTime> Wed Jan 19 12</eventDateTime>

- - —<eventOutcomeInformation>

| <eventOutcome>E0l</eventOutcome>
<eventOutcomeDetail>Version: 20100226 , Image size: 512</eventOutcomeDetail>

</eventOutcomeInformation>
RN | oot
—<event>
—<eventldentifier>
<eventldentifierType>1f83ccl2
—<eventldentifierValue>

fiwalk -f X /home/bcadmin/bco
usbh-2009-12-11.E01
</eventldentifierValue>
</eventldentifier>
pventTime i




BitCurator-0.5.8 [Running]
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- Main forensic workflow does not support HFS volumes
(only HFS+ - but we have other tools that can help)

- Disk image mount scripts fail on more exotic disks
(multiple volumes)

- Really nice GUIs like Autopsy don’t run well (or at all) in
Ubuntu LTS (12.04) without some major fiddling.

- VirtualBox doesn’t have USB 3.0 support...yet.

- Distributing large VMs is a bandwidth hog. (we’ve
partnered with iBiblio to alleviate this)

- Preservation metadata is easy to generate but hard to
make useful for those with limited infrastructure

- Likewise for EAD

- Redaction of private and sensitive information is not a
major use case for forensics investigators. We’re rolling
our own.



We’re making it easier to upgrade
BitCurator and use modules individually

X bcadmin@ubuntu: ~/Tools/bitcurator
bcadmin@ubuntu:~/Tools/bitcurator$ ./bc-preinst.sh

-
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Ceeeed

elcome to the BitCurator Installer!
0k, let's get started!

%

It looks like your current working directory is /home/bcadmin/Tools/bitcurator.
e'll be installing some software in /home/bcadmin.
-- Would you like to install git, in order to download BitCurator? -- (y/N) [}

Scripts with simple YES/NO questions
to step you through pulling software
from our Git repo, upgrading, and
installing dependencies




Software and docs: http://wiki.bitcurator.net/

News and blog: http://www.bitcurator.net/

Source code: https://www.github.com/

E . B E kamwoods/bitcurator
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