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Live in the know.~

| am not an
Attorney
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What to talk about? D

* What’s Intelius?
* What’s a Cloud?
 Data Use

* Data Access

* Data Control

* Privacy Evolution

e Questions
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About INTELIUS e

 Empower individuals to manage their identity and
discover others to make better informed decisions.

* Category leader and pioneer of emerging consumer
information market

e Top 100 most trafficked sites, according to comScore

* 11M unique customers

* Robust big data and analytics technology
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DATA USE IN THE cLOUD
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Live in the know.~

The surface web is small...

167 Terabytes
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Live in the know.~

Compared to the deep web...

91,000 Terabytes
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Much of it uploaded by us...

Facebook Pictures: 80M/day uploaded
Tweets: 65M/day
YouTube Videos: 19,000 hours/day
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Live in the know.~

Data from

dawn of civilization
through 2002

Data from
April 2011



For lots of reasons... (some regulated)
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Live in the know.*

CALLER ID OF HARASSING

ONLINE SHOPPERS RECONNECTING OUT-OF-TOUCH

BT PHONE CALLS VERIFYING ONLINE SELLERS FAMILY MEMBERS Law
SERVICES ADOPTED KIDS SEEKING THEIR ENFORCEMENT
, NING ABOUT e e AIRLINES TRYING TO
A BUSINESS RETURN LOST LUGGAGE NETWORKERS SEEKING

SOCIAL NETWORKERS LOOKING TO
EXPAND THEIR FRIENDS LIST

SINGLES CURIOUS ABOUT THE

PEOPLE THEY MEET

INVESTIGATIVE JOURNALISTS
RUNNING DOWN LEADS

CHECKING OUT A
PROSPECTIVE TENANT

BUSINESS OPPORTUNITIES
PROFESSIONALS LEARNING ABOUT

COLLEAGUES AT CONFERENCES SOCIAL WORKERS WHO NEED TO KNOW

MORE ABOUT THEIR CLIENTS
LAWYERS NEEDING QUICK ACCESS

)
TO COURT RECORDS FIND OWNER OF DOG’S

RELATIVE FOR TRANSPLANT

GENEALOGISTS CULTIVATING
THEIR FAMILY TREE

SALES PROFESSIONALS LOOKING RESEARCH

NON-PROFIT ORGANIZATIONS
LOOKING FOR SUPPORTERS

BUSINESSES THAT NEED TO UPDATE CONTACT

INFORMATION ON CUSTOMERS

THOSE IN LEGALLY ENTANGLED
LOOKING FOR COURT RECORDS

ANYONE CURIOUS ABOUT WHO'S
EMAILING OR CALLING THEM

RESEARCHING A
PROSPECTIVE EMPLOYEE

FOR NEW PROSPECTS
ALUMNI GROUPS

ARRANGING REUNIONS

PARENTS ENSURING WHO

ANYONE RETRIEVING THEIR KIDS SAFETY

COURT RECORDS

CHECKING OUT A T
PROSPECTIVE DATE

FINDING PEOPLE THAT HAVE THE

SHARING SAME ILLNESS AS YOU

ANYONE WHO NEED ADDRESS
HISTORIES FOR PASSPORTS

FIANCES AND THEIR CURIOUS
FAMILY MEMBERS

CHECKING OUT A PROSPECTIVE SOCIAL
NETWORK CONNECTION

FINDING LONG-LOST FRIENDS, MILITARY
BUDDIES, ROOMMATES, OR CLASSMATES

REGULATED
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Live in the know.~

Providing major benefits...

* 51% “major benefit” is ease and convenience
* 41% “major benefit” is portability
* 39% “major benefit is sharing

— Use of Cloud Computing Applications and Services, Pew 2008
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Live in the know.~

But real concerns...
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* 90% “very concerned” if data sold
 80% “very concerned” if photos used for marketing
* 68% “very concerned” if data used to serve them ads

—  Use of Cloud Computing Applications and Services, Pew 2008
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A Prescient Venn Diagram?
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Live in the know.~

DATA ACCESS IN THE CLOUD
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Live in the know.~

When towns were small ...




Live in the know.~

“The only thing worse than being talked SinTeLs

about, is not being talked about.”
— Oscar Wilde

Densityd, = Anonymityd, = Privacy Expectationy,



[
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Live in the know.

“Good Fences Make Good Neighbors”

- Mending Wall, Robert Frost

Density T - Anonymity® = Privacy Expectation



: : : {
“In times of rapid change, experience could > 'MTEXUS

be your worst enemy.”
- J. Paul Getty

H@?S!!
“Privacy
Vertigo”

%

Density, = Anonymityl, = Privacy Expectation,

©THE 2010 SAPIAT NETWIBKING MAP



So, how do we think about JINTELIUS
publicness and privacy now?
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Public speaking is publicly public
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And some things are publicly private e

TOILET
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Your home is clearly private

3
}‘jlf -
e

MY LAWN

Get off it




And the Constitution protects your privacy < INTELIUS
from government ...

COME BACK

WITH A
WARRANT.




But no Constitutional protections S INTELIUS
between citizens




It would be nice ... < INTELIUS
to use familiar framework for cloud




< INTELIUS

Live in the know.~

Cloud banking clearly private
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Tweeting is (mostly) public inTELiiS

g @detweiler

ahiraitar Reisam
Jetwelier, brian

I need to stop telling people about Twitter
so I can talk about them on it.

lar 09 via web 17 Favorite t3 Retweet 4 Reply I’m leSt
[weell ng
to tell you

i @Dries I |

"My parents didn't retweet me enough."

21 Dec via TweetDeck 1y Favonte t3 Retweet & Reply
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Live in the know.~

Cloud dating is public confidential




Austin Alleman @allemanau

Innocence Frontier Regulation Innovation

PRIVACY EVOLUTION FROM THE
DINNER TABLE TO THE CLOUD



We eat. We share.
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Live in the know.~
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Is the Science In?

< INTELIUS

Live in the know.~

Monsanto’s Corn

Mendel’s Peas

4 gametes
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What are the Effects of Abuse? e
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A Pescatarian Digression

in the k




4
~ INTELIUS

Live in the know.

Food Policy Leading Privacy Policy

Peanut Butter

Pure Food Hearings
Act \
— /

/

“Snake

oil” civit "7 Food
Rights
Privacy
Packaged GMO
“Robber Foods Social

Barons” FCRA GLBA Media
Adoption

— Labeling Reform

—
I
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—
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1880 1900 1920 1940 1960 1980 2000
TIME




Ball of Confusion ... Matrix

=
AT ERIED

VIOLATIONS

REGULATIONS

“Data Use”

“Data Access”

“Data Use”

FCRA

[INSERT BAD
REGS HERE]

“Data Access”

4th Amend,
GLBA, COPPA,
DPPA, HIPPA,
ECPA,
State Breach Laws
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Live in the know.~

“Give me the bad news first, Doc”

E.GOLI
OUTEBREAK)

\

§

“CDC reports investigations of outbreaks”

“46 states & DC require notification of a
databreach. National legislation
upcoming.”
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Live in the know.~

Opaque Transparency Does Not Inform

This Privacy Rolicy desaibes tho tarms of our coonmitmens 10 ponr prvets

OERSOH:- OR PARTIES COVERED Ths Privacy Paticy 15 intenvded to cover all
Nsltors tothis webalte, $il mbaonbars to 1225 of rewsiites whather
ab:l o Unpakd, ol rerioers o affilates wihasher pyd o wrpad snd all
QUAOMETS. Poesona who visit o wiew this websito, whether Intertlonsly
o unintertionally, whether solicited or aaticited, are desaribed horain
8% "Visitors” ang are parties to thig Privacy Palicy, Subombers to liste or
Newsletters are refemed to baren a3 "Subsorbens” ond are parties to the
Frivacy Folicy. Porsocs who 3o an orpaniaation o markeling endesver
(o9 "affuated”) prosnoted by this website e called Yarmbers™ hereln

arvd ove coaeed by this Privacy Folioy. Fowily, anyore who crders,

Attty 10 orcker, Of receives 8 product Sold (eoplents) or athertived
from this metnite Ix calied 8 "Custorner hersn 60 s subject to this
Seivicy Policy not only. by passiva acoaptanos, bul by vittus of the
Purchaws Mrewmerd contoact . The website, iy agenty, owrsey, (‘Oﬂn'
ol T et 1o colnctively hon-m a8 Webste " "Site "
merdioe ]

PERSONS FXCLUDED FROM THIS WEBSITE ARE STILL COVERED

[ 1 Svint that & person axchadad Iroem s weliets bacauss of e
Tovmd oF s 06 frgen Gerstd o £a0vion by the wilnlle, Who noaeihaless
Ol wlows Thig S04, that Deffdd remans it 16 1he tanms of
thvs Provacy Policy and i8 i wiclatian of tha Terms of LUse

PERSONS UNDER 13 YEARS OF AGE ARE EXCLUDED FROM THIS
WEBSITE
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Live in the know.~

Inform Clearly

) Nutrition Facts
S (SR

.y Amount Per Serving
|2 Check Calories |Calories 250  Calories from Fat 110
St it s ettt

z
()

- Total Fat12g
(3) Saturated Fat 39 15%
Trans Fat 3g

Total Carbohydrate 59
Diatary Fiber Og
Sugars 5g

Protein 59

(4) . YRR A%

- Vitarmin C 2%
ron A%
" Percam Dafy Voles e basod on a 2,00 calorde diot

Your Dady Wb iy D0 g O it S00anded on
Your calorw Peecs

— Calaties - 2000 2,500
|5 : Footnote Total I'm Loss than 6% B0
_— gal Fat L than 209 25
Chomstercl Lezz than 300w 300mg
Sockum Leds than  2.400mg  2.400mq
Total Carnctyarate 3090 375g

Déatary Flool 2% 09




Nutriti acts

Serving Siz¢ YOU

Amount Per Serving

Calories Calories from Fat
% Daily Value*
Total Fat %
Trans Fat %
Cholesterol ) %
Sodium 7 %
Total Carbohydrate %
Protein %

Not a significant source of Saturated Fat, Dietary
Fiber, Sugars, Vitamin A, Vitamin C, Calcium and
Iron.

*Percent Daily Values are based on a 2,000
calorie diet.

Protein 7 A
.meAk- Vitamin C 0% w\

| Calcium 0% '« Iron 4%

et (637 Vaes 3 B o 2 1000 coor ol
SYRLP SOLIDS, SUGAR. SOY PROTEIN, SALT,
HYDROGENATED

< INTELIUS

Live in the know.~

Taifaizy 13 [

Niacin 25% « Vitamin B6 6%
Folic Acid 8% « um 15% B
ncen e r10%

INGREDIENIS: HOASTEU PEANUIS, CORN

VEGETABLE OILS {COTION-

SEED, SOYBEAN AND RAPESEED) TO PREVENT

SEPARATION, MOND AND DIGLYCERIBES.

MINERALS . (MAGHESIUM OXIDE, ZING

(IDE. FERAIC CRTHOPHOSPRATE. COPPER

SULHTE VITAMISS INIACERAMIDE, PYRID-
RO, FOUC ACID)
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Provide Control

-
& TrueRep —

Yilcome Ben Dillard,

MY TRLENEN nEPONTS PRIACY REPUTATION S300E ONLINE PROMLE

* TrueRep.com

15 Srove my oo [ Facetccs. £ Twaw - B

My Profile

Dan Dilery
D.O.B CH1HHI0

1021 Clwpanns

Gaezatian
(53] o

* Your Daw of B

o fstavens ardd Axsotuaie

Asemns Vi Rmgaont o . - -

* Awareness and Con
* of your public profili %

1 Profile Found!

A 21 e Foand

o Currest 4nd Praw e Pravacy Settings Ondoe Profile

- atee w0 Tax =stan

. Address “ On Sutes.  «

Azzaaa v Raport o Phooe s
Setrergy Achyom om
KLt ismmisesasa st bliiseid
® Only available with VIP mombership Profie
. "<.' - Frorroee Yosret' & Waape “

¢ rivacy Ccontrols 2

. o

o Buaress Locwson %3 33 Onviem Pratie

Aszrzas M Negon o

Wegangas View Wrssagee
® Ondy avaifable with VIP membership Currently you have no massages!
|
Avart Coud Ba Found T Ihie secon you wil Bnd

o Coveon Murrbw

* Crferne Datan

* Reputation manage e —

) Only availablo with VI® mambership
MR W Coues e Found

o Bawromes

o Covt Lawnusts
o Tan Lens wnd Juskymanes
* Stay tuned —
LN
CONNECT 'WITH US SERVICES:
1y Bipeen
n e 8 -y B POWERED BY
Wy Pt JinTeLius

» Wy Mesaag

i
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We Found Andrew Borthwick Live in the know.=-

Current Phone, Address, Age & More.
Instant & Accurate Andrew Borthwick
www.intelius_com

"‘lTELlUS Sign In | Register

Live in the know.~

- People Search Background Check Criminal Records Reverse Lookup

People Search Email Lookup | Social Metwork Search Property Records

Our PeWrW Instant

People Search

First Name M.I.  Last Name required City/S
Andrew D Borthwick

Privacy: Intelius Opt-Out

The Intelius database includes infermation from public records and publicly and commercially
available information.

As a courtesy, Intelius allows you to opt-out information related to you from the Intelius.com
people search semice.

If you have any questions, please visit the Privacy Policy.

Please follow the opt-out instructions below: Other Options

Step 1:
Attach acceptable identification to help verify your identity 2/
Browse
Please cross out your photo and driver's license number.
Step 2:
Email Address
Optional

Please enter your email address if you'd like to receive
confirmation when your information is opted-out.



Reports of privacy’s death have been greatly @ <'inTeLius
exaggerated ...
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Live in the know.

Questions?

Jim Adler

Chief Privacy Officer & General Manager of Data Systems
twitter: @jim_adler
http://jimadler.me



