Ethics, Wrap-up
INLS 582, Systems Analysis

Monday, 4/9/12 & Wednesday 4/1/12
Friedman, B. (1996). Value-sensitive design. interactions 3(6), 17-23.
Shilton, K. (2010). Technology development with an agenda: Interventions to emphasize values in design. Proceedings of the ASIS&T  2010 Annual Meeting.


Case Study

Guillemette, M., Fontaine, I., Caron, C. (2009). A hybrid tracking system of human resources: A case study in a Canadian university. Communications of the Association for Information Systems, 24(1), Article 15.
Assignment: Project draft models 2 and progress reports due Monday
Slides: Ethics
Exercise: in project groups, discuss ethical concerns for project, proposed system.
Ethics of Design
We have talked about the power of the designer throughout the semester, and some of you may have encountered some ethical issues in your own work.

1 important job for a designer is to consider codes of practice, codes of ethics of professional organizations (e.g., ACM, ALA), and consider your personal ethics, your professional ethics, and your responsibilities to yourself, your employer, your clients, and other stakeholders when making decisions.

Value Sensitive Design http://depts.washington.edu/vsdesign/
Shilton, 2010. Provide context for Guillemette et al.
My plan is to say just a couple of words about action research, ubi-comp, recognizing risk, and the role of Ethics Advocate.

Katie is now at U MD.

This article accompanies the case study, regarding the intersection of technology and design ethics.  How can a team member raise awareness of ethics and values in the design process?  In this case, in development involving GIS components.

Ubiquitous computing – all aware, all over., e.g., phone GIS.

 two years of action research as a social scientist embedded in a ubiquitous computing laboratory. A series of interventions by a variety of actors have successfully promoted dialogue about social challenges raised by ubiquitous computing, including privacy, consent, and equity.

 Widespread data collection using phones as sensors is referred to as participatory or urban sensing,

The risk: masses of data, keyed to individuals, about their daily activities. Original purpose may be fine, but what about re-purposing?

Designers may be unaware of risks in their enthusiasm, their eye on original purpose, their design cutluture, etc.

Who knows about the existence of the data? who has control? what rights/opportunities to owners/targets/sources of the data have to control it?

anti-surveillance values: values as including local control of data, user participation, data and system legibility, and parsimony

She participated and observed team meetings,communications.  I intervene in projects, expressing ideas and highlighting anti-surveillance values during design conversations.

Interventions: Ethics Advocate; training/customs provided by disciplinary training, mentors; testing system on oneself'; user-designer feedback loop; institutional structures.

Much of this involves making the risks (e.g., privacy) part of the design conversation.

Using these results as adding value to the end product.

Consider role of cultural models in understanding design team values and concerns, as well as stakeholder values and concerns.
Case Study: Guillemette, M., Fontaine, I., Caron, C. (2009). A hybrid tracking system of human resources: A case study in a Canadian university. Communications of the Association for Information Systems, 24(1), Article 15

Note use of activity models for analysis.

Overall primary goal: mitigating risks for security guards, effectiveness of responding to emergiencies.

RQs

1. Is it possible to develop an efficient human resource tracking system with the ability to track employees both indoors and outdoors in a real-world context? What would the main features of this system be?

2. What are the impacts of a human resource tracking system on individuals?

 3. How does a human resource tracking system impact the workgroup?

12 guards agreed to pilot with followup intefview. Gurards on patrol, in control center. also interviewed security directors.

"In real life, the situation might have been different. The participating guards told us that they would have felt uncomfortable participating in the experiment if their superiors had had access to the data and had been able watch their movements all day long. Fundamentally, it is the perception, from the security guards, of the way the superiors might want to use the collected tracking data that makes the difference with respect to individual impacts."

Technical issues and concerns

· Need to track indoors and outdoors (hybrid RFID/GPS system)

· refresh rate; what is acceptable refresh time (technically, useful, "fair") As it turned out, guards wanted more frequent refresh rate, for their safety, and for accurate perception of where they spend time.

· dependability and accuracy of tracking.

· transparency – setup shouldn't interfere in their work.

Ethical issues and concerns

· use of data surveillance technologies (secrecy, privacy, security, safety)

· trust that system is dependable, reliable, accurate

· who can see the data (control center, management)

· uses of the the data (real-time tracking, improving patrol routes, seem to be acceptable. Tracking guards, evaluating performance, second-guessing decision, aren't

· Need for clarity in data access/use policy.
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