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15. Digital Curation as Communication Mediation 

Christopher A. Lee 

1. Introduction 

Communication is a highly interactive and dynamic process. Parties to the pro­
cess engage in continual efforts to revise their understanding, knowledge and 
assumptions.1 Communication across space and time is often mediated through 
information artifacts. A journalist, for example, can communicate - through 
what is often called "mass communication" (Peterson 2003) - with her readers 
through the articles that she publishes in a newspaper. Those who read the ar­
ticles can gain insights about both the subjects being discussed and the journal­
ist herself. If the newspaper is preserved, this type of communication can occur 
over very long periods of time. 

Humans have a long tradition of retaining information artifacts for future 
use. Collecting institutions -libraries, archives and museums - manage exten­
sive collections of materials that can communicate events, insights, facts and 
perspectives to those who encounter them. Individuals, families, corporations, 
and various other types of organizations also generate and retain information ar­
tifacts across time. These activities can be seen as communication mediation. 

As all sectors of contemporary societies have increasingly adopted digital 
technologies in order to carry out their activities, the communication mediation 
processes have dramatically changed. Supporting the meaningful use of digital 
objects over time- a set of activities that has recently come to be called "digital 
curation" - requires an understanding and appreciation of the various layers of 
representation through which meaning can be conveyed in digital systems. This 
chapter discusses the characteristics of those layers and strategies for ensuring 
perpetuation of meaning across time. 

2. Digital traces as intentional and unintentional communication 

Communication can be characterized as the conveyance of information from 
one party to one or more other parties (potentially including conveyance to him/ 
herself). Information is "a detectable pattern on which action can be condi­
tioned" (Cohen and Axelrod 1998: 38). Humans value information because they 
find it meaningful. Meaning never comes for free. Its value comes through 
its enactment in specific situations - and no two situations are exactly the same 
(Barw'ise and Perry 1983). 
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Figure 1. Factors influencing expense of conveying meaning across contexts. 

Conveying meaning from one party to another - whether they are engaged in 
a real-time conversation or one is reading a document that another wrote 
hundreds of years ago- involves a "fusion of horizons" (Gadamer 1989). This 
requires some degree of "common ground" between them (Stalnaker 1978; 
Clark 1996).2 For Alice to grasp a concept offered by Bob, Alice must devote ef­
fort and attention to the task (and Bob may also). For example, if Alice and Bob 
are sharing their views about a television show that they both saw the night be­
fore, they will exchange a variety of impressions and background assumptions -
the process of sharing meaning is not complete just because they know that they 
both witnessed the same episode. As a more extreme example, developing a 
shared sense of political identity can take generations of interaction, deliber­
ation, negotiation and shared experiences. Two factors that influence how dif­
ficult it is to convey meaning are: (1) the degree of richness and complexity of 
the meaning and (2) the degree of difference between the contexts in which the 
meaning is being enacted. Figure 1 provides a representation of these relation­
ships. 

Conveyance and enactment of meaning is not simply a matter of reliably 
transferring a discrete signal from one place to another. All entities involved in 
the process - conveyor, recipient and meaning of the information - are subject 
to transformation. If, for example, Jack knows a story, he can tell it to Nora. As a 
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result, Jack, Nora and the meaning of the story may all be different from what 
they were before. If Nora then tells the story to Henry, a similar transformation 
can occur. 

While there are some forms and aspects of communication that are com­
pletely ephemeral - such as unrecorded facial expressions or hand gestures - a 
great deal of human communication involves the generation of traces that have 
varying levels of persistence. 3 Human activities leave numerous traces, and all 
of the traces are potential conveyers of information. A door left open can signal 
that it is socially acceptable to enter the room. Footprints on a beach provide 
evidence of previous visitors and where they walked. Receipts convey in­
formation about transactions and the contexts in which they took place. Photo­
graphs of public officials shaking each other's hands indicate both that the two 
individuals met and that someone found the encounter to be noteworthy enough 
to warrant capture. The contents of a web browser cache reveal actions and be­
havior patterns of the browser's users. Extensive information about previous ac­
tions on a computer is also stored by the computer's operating system. The 
packets used to transfer data across the Internet include headers, which reflect 
the data's previous and intended path. 

A great deal of the literature - in linguistics, communication and philos­
ophy of language- related to processes for conveying meaning has focused on 
direct human discourse as the context of interaction. This has included defini­
tion of a speech act as a specific communicative event, whose meaning and 
appropriateness can depend significantly on the circumstances in which it 
takes place (Austin 1962). Speech acts that are carried out in face-to-face ver­
bal conversation generally do not leave persistent documentary traces as evi­
dence that they occurred. Many authors have attempted to formally represent 
the context of discourse in terms of the "body of information that is presumed 
to be shared by the participants in the conversation" (Stalnaker 1998; see also 
Bouquet, Serafini, and Thomason 2008). The given-and-take of direct human 
interaction is facilitated not only by shared knowledge and assumptions, but 
also by shared purposes. "Our talk exchanges do not normally consist of a suc­
cession of disconnected remarks, and would not be rational if they did. They 
are characteristically, to some degree at least, cooperative efforts; and each 
participant recognizes in them, to some extent, a common purpose or set 
of purposes, or at least a mutually accepted direction" (Grice 1975: 26). One 
can even characterize communication as a series of responses to "coordination 
problems" (Lewis 1969). 

When conducted through fixed symbolic forms - such as electronic mail, 
telephone, video - communicative acts can yield persistent objects. The use of 
computer systems always involves the generation, copying and manipulation of 
strings of explicit symbolic representations; those representations are then po­
tentially available for use in later interactions: a phenomenon that Shoshana Zu-
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hoff (1988) has called "informating." It is this "informating" of i11teractions that 
generates an unprecedented amount of explicit information; and facilitating 
long-term use of the information is the mission of digital curation. 

One can intentionally generate traces or instead leave traces as unintended 
side effects of actions. Sara may put on a work uniform, for example, purposely 
to let others know that she is "on duty." If the uniform is looking worn and 
threadbare, that might also reveal that she has worked on the same job for many 
other days in the past, but that is not because she purposely distressed the fabric 
to convey such information. Likewise, composing and sending an email mess­
age is a deliberate act, but the creator is not usually making an intentional choice 
to also generate system log entries or temporary files that are associated with the 
message. The level of investment and conscious commitment to traces can fall 
along a spectrum from completely unreflective/incidental to highly crafted and 
constructed. When there are special moments in life, one often makes an effort 
to create much richer traces of them. For example, someone might take frequent 
low-resolution pictures of her everyday life using a cheap camera on her phone, 
but then arrange for a consciously orchestrated, well-lit and high-resolution 
photograph of her wedding. If the context in which the traces are accessed and 
used is significantly different from the context in which they were generated, 
then the interaction cannot rely on the same sorts of informal cues for under­
standing that would be available in a direct conversation. 

Information, like money, is often given without the giver's knowing to just 
what use the recipient will want to put it. If someone to whom a transaction is 
mentioned gives it further consideration, he is likely to find himself wanting the 
answers to further questions that the speaker may not be able to identify in ad­
vance; if the appropriate specification will be likely to enable the hearer to 
answer a considerable variety of such questions for himself, then there is a pre­
sumption that the speaker should include it in his remark; if not, then there is no 
such presumption (Grice 1975). 

The curation of information artifacts is fundamentally different from direct 
communication in that one cannot assume that the parties who generated the 
traces will be available to provide "answers to further questions." Instead, one 
must make educated guesses about likely uses of the traces and then pre-emp­
tively respond to likely questions by embedding appropriate information in the 
mechanisms used to manage and provide access to the traces (e.g. repositories, 
collection descriptions, information packages). 

There are three powerful strategies that one can adopt when his/her goal is to 
convey traces across contexts: 

1. First, one can use fixity measures to increase the chances that the traces will 
persist across space and time. For example, low-acid paper will not deterio­
rate as quickly as paper with high-acid content. 
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2. Second, one can generate objects that are purposely self-describing. A book, 
for example, can include its own glossary of terms, and a business memor­
andum has elements to convey its context of creation such as to, from, sub­
ject and date. 

3. Finally, one can embed traces into larger systems of traces that provide 
meaning to each other. For example, storing a whole series of correspon­
dence together in the same folder will help to convey meaning that could be 
lost if letters were all separated and stored in different places. 

I will discuss each of these strategies in Section 3 on digital curation as com­
munication mediation. 

In most of the world, human actions leave numerous digital traces. Curation 
of selected sets of those traces - by creators, users, information professionals 
and others- can enable numerous forms of inquiry, discovery and communi­
cation. Proper digital curation requires an understanding of the ways in which 
digital traces are both similar to and dramatically different from traces left in 
analog forms. 

3. The nature of digital traces 

Any use of digital resources is highly mediated. It involves the interaction of 
various hardware and software components. By definition, digital information 
is stored and processed as a series of discrete values. The values are represented 
through properties of physical media - usually through charged magnetic par­
ticles or tiny holes in disks. Hardware and low-level software detects the physi­
cal properties and interprets them as binary digits- i.e., digits that can take only 
one of two possible values- which are called bits. By convention, we say that 
the two possible binary values are 1 and 0 (Shannon 1948). 

It is often useful to be able to identify and consistently reproduce a specific 
series of ones and zeroes, which is called a bitstream. The bitstream is a power­
ful abstraction layer, because it allows any two computer components to re­
liably exchange data, even if the underlying structure of the components is quite 
different (e.g. arrangement of sectors on a hard drive or pits and lands on an op­
tical disk). In other words, even though the bits that make up the bitstream must 
be manifested through physical properties of computer hardware, the bitstreams 
are not inextricably tied to any specific physical manifestation. Another useful 
characteristic of bitstreams is that they can be reproduced with complete accu­
racy. By using well-established mechanisms- such as generation and compari­
son of SHAl hash values4 - one can verify that two different instances of a bit­
stream are exactly the same. This is more fundamental than simply saying that 
one has made a good copy. If the two hash values are identical, then the two in­
stances are, by definition, the same bitstream.s 
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Humans are sometimes directly interested in bitstreams (e.g. when conduct­
ing detailed forensic analysis, security audits or debugging), but they are much 
more likely to care about the meaning that emerges from the dynamic interac­
tion of hardware and software components that access and process numerous 
bitstreams. 

3.1. Interacting components and interoperability 

Users experience digital objects through human-computer interfaces. They 
handle and read documents that have been printed to paper or view and interact 
with representations of information on computer screens or hear it through com­
puter speakers. In some cases, a user experiences a digital object as a relatively 
discrete entity, as when she reads an electronic journal article. In other cases, in­
teraction with distinct digital objects is less direct, such as when a researcher is 
conducting an analysis through a system that pulls data from a variety of differ­
ent sources. In the former case, the visual and/or auditory rendering of the digi­
tal object is likely to be important to the user. In the latter case, the user is likely 
to be more concerned with the accuracy and efficiency of access to and manipu­
lation of the data contained in the digital objects (for more information on 
evaluation in technical communication see Menke 2012 in this volume). 

Regardless of whether one is interacting with digital objects as distinct en­
tities or interacting with representations that aggregate various sources, the pro­
cess is highly mediated by hardware and software. In other words, any particu­
lar encounter with a digital object must occur within a specific technological 
environment. A specific stack of hardware and software that can be used to re­
produce the digital object can be defined as one of the object's "view paths" 
(van Diessen 2002).6 For example, a Portable Document Format (PDF) file 
could be read using the Adobe Acrobat Reader within the Windows 7 operating 
system running an Intel Core processor; or it could be read using Okular in com­
bination with Poppler within the Ubuntu distribution of the Linux operating sys­
tem running an AMD64 processor (on document formats see also Rahtz 2012 in 
this volume). The same hardware or software component can be shared by many 
potential view paths. For example, one could run the same Java application in 
either a Windows or Macintosh environment, as long as both systems are run­
ning a Java virtual machine. 

For consumers, it is desirable to have numerous options for computer plat­
forms that can be used to access any given digital object. If there are very few 
types of technical environments in which to use the digital object (i.e. a limited 
number of available view paths), then one can become overly dependent on the 
providers of those particular environments. Two major risks are (1) lock-in to 
specific vendors, which can require consumers to pay unreasonable rents to the 
vendors over time, or (2) vendors ceasing to provide support for the technology 
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at all because they have gone out of business or changed their service/product 
offerings. 

The flip side to dependency is interoperability. From an engineering per­
spective, interoperability is the ability for two or more systems or functional 
units to "exchange information and to use the information that has been ex­
changed" (IEEE 1990) or "communicate, execute programs, or transfer data ... 
in a manner that requires the user to have little or no knowledge of the unique 
characteristics of those units" (ISO 1993). Interoperability can greatly facilitate 
coordination and communication across systems. It is a concept that can be ap­
plied at many different levels of granularity, from the ability to connect two 
physical devices to the sharing of concepts and work processes across organiz­
ational boundaries (Tolk 2003). Two factors that have made interoperability in­
creasingly important over the past several decades are (1) "distributed comput­
ing infrastructures" based on networked access to resources and (2) "increasing 
specialization of work, but increasing need to reuse and analyze data" (Sheth 
1999) (for more information on distributed computing infrastructures see 
Heyer, Holz and Teresniak 2012 in this volume). 

Early work on computers tended to focus on specific combinations of hard­
ware and software that were configured to carry out tasks. However, by the 
1960s, the computer science literature reflected various approaches to promote 
"machine independence" (Halpern 1965). This included, for example, com­
puter-supported translation between low-level languages, in order to mitigate 
the effects of platform dependency (Gaines 1965; Wilson and Moss 1965). 
Computer scientists and engineers increasingly recognized the desirability of 
being able to use data in a diversity of computer environments, and they have 
developed numerous methods and mechanisms for doing so, including virtual­
ization (Parmelee et al 1972), modularity (Baldwin and Clark 2000; Langlois 
and Robertson 1992), and standardization (Cargi111997). 

The initiative that most decisively introduced interoperability across gener­
ations of hardware into the computer industry was the development of System 
360 by International Business Machines (IBM) in the 1960s. One of the most 
widely recognized innovations of the System 360 architecture was that it 
allowed IBM to release and support an entire family of computers- targeted at 
different segments of the market- that all interoperated with each other. How­
ever, System 360 also included code that could emulate hardware and thus sup­
ported software and data files created on earlier IBM hardware. Many software 
and hardware vendors have followed IBM's lead, building backward compati­
bility into their products, in order to perpetuate use of their line of products 
while also supporting an easy transition to their latest offerings. At the same 
time that producers were applying and refining the backward compatibility con­
cept, expertise began to develop on the user side about how to address the prob­
lems associated with data residing on legacy systems within organizations. 
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Starting around the 1980s, there has been an increasing empha~is in the 
computer industry on portable and reusable code (Krueger 1992). For some 
types of software, developers are often willing to pay the price of increased de­
velopment time or some degradation of performance in order to increase the 
chances that their software can be used on a wide variety of hardware platforms. 
A subset of system and database administrators -particularly those working for 
large organizations that have maintained collections of digital objects over 
many years - have also developed expertise in the recovery of both data and 
functionality from legacy systems of all sizes. 

In order to address system integration, interoperability and data exchange, 
computer professionals frequently describe hardware and software as a stack of 
independent but interacting layers (Messerschmitt and Szyperski 2003). For 
example, systems for administering interactive web sites are often characterized 
in terms of layers (or tiers) dedicated to specific functions such as data storage, 
business logic, query processing, and user interface. Perhaps the most widely 
recognized example of such layering is the Open Systems Interconnection (OSI) 
Reference Model for network data transfer (ISO 1994). Although the OSI 
Model has been widely characterized as an approach that "lost" the standards 
war against competing ARPANET protocols, the OSI had a significant and last­
ing influence on how members of the computer industry characterized and con­
ceived of networks. While the definitions of the specific OSI layers are outside 
the scope of this paper, the intended purpose of the stack of layers is very rel­
evant to the discussion. 

Figure 2 presents what I contend to be the implied communication dynamics 
of the OSI Model. Alice is sitting at a computer in Los Angeles and Bob is sitting 
at a computer in New York. Alice sends an email message to Bob. Because they 
are not sitting at the same computer, Alice cannot simply copy the file from one 
directory to another. Instead she must push the data down through several layers, 
starting at the level of the application that she is using and ending down at the 
level where physical movement of the data can occur. Bob's system receives the 
data through the layer at the bottom of his stack, and the data is then pushed up 
through the set of layers that ends at the application that he is using to view the 
email. If Alice and Bob are now both looking at the message on their screens at the 
same time, then we can say that they are sharing meaning based on the contents of 
the message. However, they are never directly moving data across the top part of 
the figure - i.e. the place that they care about because the meaning resides there. 
All interactions are mediated through a set of layers designed to support inter­
change across diverse and remote systems. And those applying this model will 
generally assume (for good reason) that users of the network do not want to see or 
think about data passing through any layer but the one at the very top. 7 

A result of portability of data across systems is the range of experiences that 
one can have when encountering the same digital object, depending upon the 
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Figure 2. Implied communication dynamics of Open Systems Interconnection (OSI) 
network model. 

characteristics and state of the computing environment being used to encounter 
it. This can be the result of fixed characteristics of the technology being used 
(e.g. screen size) or configuration settings. For example, when Alice and Bob 
view the "same" email message, they may see different fonts, lines breaking 
at different points, exposure of different elements of the email header, and dif­
ferent ways of representing embedded hyperlinks and text copied from other 
messages. This example demonstrates that many properties of digital objects 
are best understood as a range of potential values, rather than specific discrete 
values. 

3.2. Levels of representation 

Digital resources are composed of interacting components that can be con­
sidered and accessed at different levels of representation. Access to data from a 
storage device normally involves mounting a volume and then copying or open­
ing files through the filesystem. There must be hardware to detect signals on the 
medium, hardware and software to translate the signals into bitstreams, and 
hardware and software to move the bitstreams into the current working com­
puter environment. One can then interact with data as entire files or components 
of files. The filesystem usually plays a mediating role between the user and 
the underlying data, and it is designed to facilitate interaction at the file level 
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(e.g. file naming, viewing timestamps, access controls). It serves to "hide" 
complicated information from the user about "where and how it stores in­
formation" (Farmer and Venema 2005). Those who are interested in the under­
lying data that is hidden by the filesystem can instead generate and interact with 
disk images, which are low-level, sector-by-sector copies of all the data that 
resides on the storage medium. Inspection of the disk image can reveal a sig­
nificant amount of information that users of the drive did not consciously or in­
tentionally leave there (Garfinkel and Shelat 2003). However, for most pur­
poses, the filesystem is a very valuable abstraction mechanism, because it does 
not require users to understand or directly access the underlying data. Users can 
encounter the contents of a file as a bitstream by using a hex editor, 8 but they are 
more likely to render its contents within a particular application. At even higher 
levels of representation, one often encounters digital objects not as distinct files 
but as either discrete objects composed of multiple files or aggregations of such 
objects. 

See Table 1 for a summary of several levels. One could alternatively pro­
pose a smaller set of levels that each span a larger set of properties and activ­
ities- e.g., stored data, software-readable information, and user experience- or 
a larger set oflevels that reflect much finer distinctions- e.g., bitstreams with or 
without checkbits used for error correction, the work-expression-manifestation­
item distinctions of the Functional Requirements for Bibliographic Records 
(FRBR), Panofsky's natural subject, conventional and intrinsic meaning levels 
(Panofsky 1955). However, I have defined the levels at a degree of granularity 
that I believe reflects specific and important implications for digital curation as 
communication mediation. 

The properties of information at a given level of representation are directly 
based upon, but are not fully reducible to, properties of information at the level 
immediately below it. Each level has emergent properties, which convey poten­
tial meaning that is not available through any of the other layers. This is because 
moving between layers always involves a process of translation that both adds 
and removes information. 

The rendering of a web page in a browser, for example, does not reflect any 
comments that are within the text of the HTML file. Viewing the HTML file 
through a text editor would reveal the comments (and other properties of the 
HTML markup such as whitespace and style sheet references), but it would not 
reveal specifically how the page is presented to users who visit the site through a 
browser. The developer of a web site who is trying to fix a "broken" page will 
routinely shift between these two levels of representation, in order to see spe­
cifically how the HTML code is expressed and how changes to the code affect 
the appearance and behavior of the page in one or more web browsers. A given 
HTML file can be rendered quite differently in two different browsers, because 
the software interprets the code differently. 
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Table 1. Levels of Representation. 

Level Label Explanation Interaction Examples 

7 Aggregation Set of objects that form an Browsing the contents of an 
of objects aggregation that is meaning- archival collection using a 

ful encountered as an entity finding aid 

6 Object or Object composed of multiple Viewing a web page that 
package files, each of which could contains several files, 

also be encountered as indi- including HTML, a style 
vidual files sheet and several images 

5 In-application As rendered and encountered Using Microsoft Excel to 
rendering within a specific application view an .xis file, watching an 

online video by using a Flash 
viewer 

4 File through Files encountered as a Viewing contents of a folder 
a filesystem discrete set of items with using Windows Explorer, 

associate paths and file typing "Is" at the Unix 
names command prompt to show 

the contents of a directory 

3 File as "raw" Bitstream encountered as a Opening an individual file in 
bitstream continuous series of binary a hex editor 

values 

2 Sub-file data Discrete "chunk" of data that Extracting a tagged data el-
structure is part of a larger file ement in an XML document 

(see Stiihrenberg 2012 in this 
volume) or value of a field in 
a relational database 

1 Bitstream Series of ls and Os as Mounting a hard drive and 
through I/0 accessed from the storage then generating a sector-
equipment medium using input/output by-sector image of the disk 

hardware and software using Unix dd command 
(e.g. controllers, drivers, 
ports, connectors) 

0 Bitstream on Physical properties of the Using a high-power micro-
a physical storage medium that are scope and camera to take a 
medium interpreted as bitstreams at picture of the patterns of 

Levell magnetic charges on the sur-
face of a hard drive or pits 
and lands on an optical disk 
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Similarly, someone using a hex editor to view a disk image bitstream -
a copy of the disk that reflects the contents of every storage sector rather than 
just the files - will be able to see many types of information that are not visible 
to someone who mounts the drive and views it through Windows Explorer. 
Examples of such information are contents of unallocated sectors, deleted files, 
and "hidden" system files. However, someone who only had the hex editor view 
of the disk image would not be able to experience the WIMP (windows, icons, 
mouse and pointer) interactions with folders, files and applications to which 
current users are so accustomed. Someone trying to fix a corrupted file or cor­
rect a bug in a viewing application is likely to shift back and forth between the 
hex editor representation and in-application rendering representation, in order 
to determine specifically how properties in the former are reflected in the latter 
and vice versa. 

4. Digital curation as communication mediation 

As described above, use of digital resources is a process that spans multiple 
levels of representation. This often involves a process that is similar to the one 
reflected in Figure 2, if one were to replace the OSI layers with the levels of rep­
resentation that are elaborated in Table 1. Let us return to the example of Alice's 
email. When using her email client, Alice is operating at the top of the stack. 
She is interacting with aggregates of objects, in the form of folders and email 
discussion threads. If she views an individual message, she can experience it as 
a coherent object, but it may be composed of multiple files. When she makes 
any changes to the contents of her email account, the changes are "pushed 
down" into lower levels of representation, saving files to the filesystem and data 
onto storage media. If Alice sends a message to Bob, his encounter with the 
message will require a "pushing up" from storage (on his hard drive or a remote 
server) to a filesystem, application and an object or aggregation-level view. 

The exchange between Alice and Bob leaves numerous traces at multiple 
levels of representation. Further use of those traces does not require that one 
uses the exact same access mechanism that Bob used. Someone with an interest 
in Alice's digital objects - whether that is Alice herself, a family member, 
coworker, auditor, journalist or scholar studying her work - could potentially 
interact with them at any of the levels (see Figure 3).9 One could use or imitate 
an email client in order to view her email within an application environment that 
is similar to the one that she used. Alternatively, one could investigate email 
messages and attachments as individual files. Yet another approach would be to 
treat all of the bits on her hard drive (or the hard drive of a server that held her 
email) as one large bitstream and use search tools to find patterns of interest­
such as email addresses and headers - within the stream. 
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Figure 3. Deriving meaning from digital objects at multiple levels. 

Digital curation is the set of activities required to ensure that digital objects can 
be meaningfully used over time (Lee and Tibbo 2011). Responsible care for 
digital traces is a highly shared and distributed endeavor. Important elements of 
this work are often carried out by information professionals, such as archivists, 
librarians, museum curators, records managers and data managers (Hedstrom 
and King 2006). There are also many other parties who can have an interest in 
and influence over the trajectory of digital traces. Those directly engaged in a 
communication exchange are obvious examples, because their interactions are 
being recorded, and they can often decide how, where and in what ways the 
traces of those interactions are retained. However, others can also have a major 
stake in how information is managed and conveyed, e.g. others who 
are discussed in the exchange or whose lives are significantly impacted by it 
(e.g. citizens of two countries whose leaders are hashing out foreign policy 
issues). In the following discussion, I will present several fundamental con­
siderations for digital curation. 
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4.1. Reflecting context 

A long-standing tenet of literature on communication is that context matters. 
One cannot determine the meaning or communicative effect of a message or 
utterance by analyzing it as a discrete entity in isolation (Dewey 1931; Rommet­
veit 1979). Characteristics of context are essential to the communication pro­
cess. Context is inherently relational; it is always context of, about, or surround­
ing something, which I will call the target entity (TE). 

There are three broad ways in which we can characterize the context of a TE 
(Lee 2011): 

Context1: the set of symbolic expressions or representations that surround a 
TE and help one to express, make sense of, translate or otherwise act upon or 
within it. 

· Context2: objective or socially constructed characteristics and conditions of 
the situation in which aTE is, appears or occurs. 

- Context3: aspects of the mental or physical state, disposition, intentions, 
identity or recent experiences of an actor that bear upon how she interprets, 
understands, acts within, or what she notices of, the situation at hand. 

Those responsible for designing and implementing information systems use sym­
bolic representations or collections of symbolic representations (a form of con­
text1) in order to capture and maintain relevant aspects of contextz and context3. 

This process is never comprehensive or complete. There are limits to what any 
representation system can reflect about the environment in which it was origin­
ally embedded (Shanon 1990). "Context, in principle, is infinite. The describer 
selects certain layers for inclusion, and decides which of those to foreground" 
(Duff and Harris 2002). 

The purposes and intentions of the actors associated with the resources con­
stitute an important part of the resources' context. Identify the purposes can be 
essential to determining what should be done with the resources. For example, 
the creator of a Microsoft Word document might intend to share with future 
users the text that is immediately visible when opening the document in Word, 
but she might not intend to disclose "hidden" information embedded in the file, 
such as tracked changes or embedded spreadsheet data. Similarly, one might 
identify numerous properties that are supported by a given file format, but then 
realize that the creator of a set of files in that format did not purposely set any of 
those properties or care whether they are reproduced over time. 
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4.2. Capturing the state of information from dynamic environments 

Digital preservation is essentially ensuring that important characteristics and 
values of digital objects can be consistently reproduced over time within an ac­
ceptable range of variability. As discussed above, the generation of the charac­
teristics and values at any time requires the interaction of numerous hardware 
and software components. Depending on the particular set of components and 
settings one is using, one's experience can vary dramatically. The variability 
can increase over time, as both the underlying technology and user behaviors 
evolve. Creators and users of digital objects will value and attempt to ensure the 
relative fixity of some properties and values more than others. For example, 
Alice might care deeply about the accurate reproduction of the diacritics that ap­
pear within the text of a document that she wrote, but not particularly care about 
where the individual lines break, or vice versa. Bob might not care whether he is 
looking at the TIFF or JPG version of an image but be very concerned that they 
have the same persistent identifier to ensure that they are associated with the 
same digital object within a repository that he trusts. 

There are two fundamental options for capturing and persistently reproduc­
ing information from a dynamic, distributed environment. First, one can create 
a snapshot of the entire state of the information at a point in time. Examples of 
this approach include generating a backup of a database and harvesting a snap­
shot of a web site. The other approach is to account for changes to information 
over time (i.e. capture change logs and audit trails). Examples of this approach 
are the revision logs available through Wikipedia and the records that are gen­
erated within a transaction processing system. Appropriate digital curation in­
volves the identification, capture, perpetuation and reproduction of properties 
and values at one or more levels of representation. 

4.3. Avoiding unnecessarily tight coupling to specific technologies 

Digital objects are inherently dependent on technological components. How­
ever, it is possible to design, create and manage them in ways that minimize 
their dependence on specific technologies. As discussed above, interoperability 
across systems has long been a goal of computer system designers. However, 
there is a frequently competing goal of hardware, software and service vendors 
to lock consumers into their specific offerings. If Alice has created a large set of 
digital objects in a format that can only be read within a specific application, and 
that application can run on only one operating system, then Alice is very likely 
to purchase future releases of the application and operating system, i.e. she is 
locked in. If she has only one copy of the objects on her computer's hard drive 
or in a hosted space on the Web, she could lose the objects if a hard drive 
crashes. Relying completely on one hosted service provider to maintain her 
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digital objects can also result in loss if the provider goes out of business, 
changes its offerings, cuts off her service, falls victim to a security breach or 
storage failure, or decides to delete the objects for some reason. 

Digital curation is well served through "robust design" (Hargadon and 
Douglas 2001), which is effective in the short-term but also sufficiently flexible 
to remain effective in a wide range of possible future contexts. Limiting the in­
terdependencies between subsystems can also make a design more robust 
against disruptions from the environment (Simon 1962). To avoid lock-in to 
particular combinations of hardware and software, individuals and organiz­
ations can make use of: 

redundancy (Maniatis et al. 2005); 
storing information in multiple ways (e.g., online services, formats, sys­
tems); 
diversity in technological approaches (Rosenthal et al. 2005) and business 
models; 
abstraction; 
virtualization (Moore 2008); 

- detailed descriptive and administrative metadata beyond that which is 
required for immediate use and 
the development and adoption of open standards in ways that are attentive to 
the need for flexibility (Hanseth, Monteiro, and Hatling 1996; Egyedi 2001). 

System evolution, sustainability and innovation can also be greatly facilitated 
through modularity (Langlois and Robertson 1992; Baldwin and Clark 2000). 

4.4. Data extraction and recovery 

Digital curation activities by individuals and organizations can significantly re­
duce the risk of information loss or corruption, but they will never entirely elim­
inate the need to extract or recover information from problematic hardware and 
software. The extraction and recovery can occur at any of the levels of repre­
sentation discussed in this chapter. 

Recovery of data from physical media has been a topic of discussion in the 
professional library and archives literature for several years (Ross and Gow 
1999).There is also an active, expanding industry associated with digital foren­
sics, which focuses on the discovery, recovery, and validation of information 
from computer systems that is often not immediately visible to common users. 
Several projects and authors have recently investigated the use of forensic tools 
and techniques for acquiring digital collections in libraries and archives (John 
2008; Kirschenbaum, Overden and Redwine 2011; Woods, Lee and Garfinkel 
2011). 
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4.5. Promoting discovery and sensemaking through associated metadata 

Like context, metadata is a relative concept (Hue, Levoir and Nonon-Latapiem, 
1997; for more information on metadata and other controlled languages see also 
Trippel2012 in this volume). In relation to the body of an email message, the 
message header can be considered metadata. However, if one is managing each 
message as a distinct object, then the header might be considered part of that ob­
ject's content (i.e. data rather than metadata). Similarly, one could treat the 
cover of a book as either metadata about the book's main content or instead part 
of the book's content. From the perspective of digital curation, such distinctions 
can be important when determining what will get retained over time and what 
will be exposed to users. Contemporary qigital images, for example, often con­
tain significant amounts of metadata within the headers of the files. If one were 
treating the files (Level 3 in Table 1) as the targets of preservation, then the 
header information would be preserved along with them. However, if one were 
treating the rendered, viewable representation of the image's content as the tar­
get of preservation, one might decide to transform the image into a new file 
format, which could fail to include all of the same header information. 

In order for the digital objects to serve as conveyers of meaning across con­
texts, it can be important to generate surrogates of the objects, which can be 
discovered and experienced along with the digital objects themselves. For 
example, building an index of the contents of a set of text files will allow users 
to efficiently search over the content of those files. Creating thumbnails of 
larger images can allow users to browse through, compare and select images of 
interest. An archival finding aid that characterizes a whole collection of papers 
from an individual can provide a more holistic and richly contextualized view 
into the collection than one would get solely from encountering the objects on 
their own. 

A broad category of activities by information professionals is called intel­
lectual control (Pearce-Moses 2005). This involves mechanisms and conven­
tions for bringing additional useful order to materials. This can involve naming 
conventions, authority control, and a variety of mappings across inconsistent 
terminologies. 

4.6. Acting locally, but thinking globally 

Most communication takes place within relatively well-bounded contexts. 
An email exchange between two individuals involves those two people and their 
associated expectations, background and understanding. Public broadcasts 
usually conform to well-established genre conventions and reach audiences that 
can be predicted with a fairly high degree of confidence. The exceptions - such 
as a private email exchange that is forwarded accidentally or "leaked" to a third 
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party or an online story that "goes viral" and reaches an unexpectedly large and 
diverse audience- are noteworthy precisely because they are exceptional. How­
ever, one could argue that the reach, volume and potential persistence of digital 
communications makes such cases increasingly likely. 

There is a more intermediate zone of interaction in which people have 
become quite accustomed to use of their traces beyond the original communi­
cation context. Family photos, meeting minutes and slides from conference 
presentations are all artifacts that serve an immediate purpose but are also 
often retained in order to serve further purposes in new contexts. The archives 
and records management literature characterize such phenomena as cases of 
"secondary use," while the literature on personal information management 
(PIM) investigates them as cases of re-finding and re-use. In both cases, there 
is an acknowledgement of the value that can be derived from perpetuating 
meaningful information beyond the context in which it was initially created or 
encountered. 

No proposal for digital curation is likely to be viable if it requires individ­
uals to devote substantial attention to secondary use of their information. People 
are simply too busy getting on with their lives to focus heavily on future use 
scenarios. However, a little bit of attention to digital curation within a local con­
text can potentially go a long way toward more global goals. If Bob creates a 
collection of photos in a way that is not locked into one specific, proprietary ap­
plication, this can increase the chances that both he and others, will be able to 
make meaningful use of the photos in the future. If Alice uses simple, but con­
sistent file naming conventions, both she and others will be able to make better 
sense of her files in the future. Whether one is operating in a home environment 
or a large bureaucracy, the questions to ask are similar: To whom might I hand 
off these digital traces in the future? How would that work? What are the likely 
motivations and needs of the recipient? 

5. Conclusion 

Digital traces can convey a diversity of information across space and time. They 
are recent additions to the repertoire of human communication mechanisms. 
I have argued that one of the fundamental considerations of digital traces is 
that they exist and can be encountered at multiple levels of representation. 
There is no single, canonical representation of digital resources, because the sa­
lience of a particular level of representation will vary by context. Parties respon­
sible for digital collections should be attentive to digital traces' multiple levels 
of representation, making informed decisions about which levels should be en­
countered by future users and in what ways. Digital curation- conscious man­
agement of digital resources in order to ensure appropriate and meaningful use 
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of the resources over time - can make the difference between accidental and ad 
hoc communication with the future, on the one hand, and conveyance of rich 
and responsible social memory, on the other. 
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Notes 

1. For discussions of these interactions within the context of specific conversations, see 
Austin (1962) and Grice (1975). For a broader investigation of the relationships be­
tween the meaning of "texts" (e.g., documents, statements) and language systems, see 
Halliday and Matthiessen (2004). 

2. As pointed out by a reviewer of this chapter, the concept of common ground is often 
formalized as a set of propositional assertions or attitudes. For example, A and B have 
common ground, because A knows something that B knows and B knows that A 
knows it. Digital objects cannot themselves have knowledge of propositions. How­
ever, meaningful use of a digital object requires that the user of the object has access 
to many of the same facts and assumptions as those who engaged in the creation of the 
object. Flouris and Meghini (2007) offer the concept of "Underlying Community 
Knowledge" as the language and theory associated with a digital object that are 
necessary for deriving its meaning. 

3. Paul Ricoeur (2004) distinguishes between cerebral, affective and documentary 
traces. My use of the term is most closely aligned with, but somewhat broader than, 
his third category. 

4. SHA-1 (NIST 2004) is one of many algorithms that can be used to generate crypto­
graphic hashes. It can take any possible bitstream as an input and then generate a 
fixed-size bitstream (hash) as an output. Cryptographic hash algorithms are designed 
so that it is relatively easy to compute the hash of a given input but extremely difficult 
to 1) reconstruct the original input based on knowing the value of its hash output or 2) 
generate a different bitstream (including an alteration of the original bitstream) that 
can result in the same hash output. 

5. Strictly speaking, there is always some chance that when two non-identical bitstreams 
(that differ by at least one of the 1 or 0 values) are run through the same hashing 
algorithm, they will generate the same hash value. However, if one uses a sufficiently 
robust hashing algorithm, the probability of this happening is s.o unlikely as to be 
effectively zero. 

6. Brian Carrier (2006: 60) presents a similar idea within the context of digital forensics, 
which he calls an "observation tree." 

7. There are many other models of communication that emphasize representation at sev­
erallayers, see e.g. Strawson's three senses of meaning (1973), Levelt's "tiers" (1989) 
and Gumperz's "levels of signaling" (1982). 
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8. The hex editor itself provides a level of mediation, because it presents a bytestream as 
a set of hexadecimal values representing bytes and usually also the ASCII text values 
associated with the byte values. For example, the bitstream 01000001 would be seen 
on the left side (hexadecimal view) of a hex editor as the value "41" and on the right 
side (ASCII text view) of the hex editor as the value "A." Strictly speaking, humans 
very rarely interact with bitstreams represented as series of 1s and Os. 

9. This assumption of potential access to any level of representation is not supported 
by the model of "digital preservation as communication with the future" presented 
by Mois, Klas and Hemmje (2009), which is composed of six layers: data, represen­
tation, preservation, presentation, knowledge and content. According to Mois et al., 
"actual transmission" occurs only through the bottom (data) layer. The access process 
is assumed to always work up through the layers from the bottom to the top: "A future 
system is able to unpack each of the packages and gets with each of these steps the 
necessary information to process the information on the next higher level" (116). 
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