
RODS: A Real-time Public 
Health Surveillance System
Three articles detailing structure and usage.



Technical Description of RODS
“Technical Description of RODS: A Real-time Public 
Health Surveillance System.” Tsui, Espino, Dato, 
Gesteland, Hutman, and Wagner. JAMIA 10:5 (2003).

Background: U Pitt, etc



Background
Public Health Surveillance has become increasingly 
important while we fight the “War Against Terror.”

2001 syndromic surveillance solution is slower (delayed 
transfer of data 24 hours or more) and/or more costly 
(staffed round-the-clock).

Current systems do not use communication standards 
and protocols.



Why RODS?
Standards compliance.

Near real-time data aggregation through HL7.

Relatively cheap cost.



number of possible routes of dissemination all requiring
potentially different types of data for their detection, different
algorithms, and different time urgencies. For this reason, our
focus since beginning the project in 1999 has been on the
specific problem of detecting a large-scale outbreak due to
an outdoor (outside buildings) aerosol release of anthrax.
Additional design objectives were adherence to NEDSS
standards to ensure future interoperability with other types
of public health surveillance systems, scalability, and that the
system could not rely on manual data entry, except when it
was done in a focused way in response to the system’s own
analysis of passively collected data.

Technical Description
This report describes RODS 1.5, which was completely
rewritten as a Java 2 Enterprise Edition (J2EE) application
since the previous publication describing it. RODS 1.5 is
multidata type enabled, which means that any time series
data can be incorporated into the databases and user
interfaces. The deployed RODS system currently displays
and analyzes health care delivery site registrations and
separately monitors sales of OTC health care products.

Overview
RODS uses clinical data that are already being collected by
health care providers and systems during the registration
process. When a patient arrives at an ED (or an InstaCare in
Utah), the registration clerk or triage nurse elicits the patient’s
reason for visit (i.e., the chief complaint), age, gender, home zip
code, and other data and enter the data in a registration
computer. The registration computer then generates an HL7
ADT (admission, discharge, and transfer) message and
transmits it to the health system’s HL7 message router (also
called an integration engine). There usually is only one
message router per health system even if there are many
hospitals and facilities. These processes are all routine
existing business activities and do not need to be created de
novo for public health surveillance.

Figure 1 shows the flow of clinical data to and within RODS.
The hospital’s HL7 message router, upon receipt of an HL7
message from a registration computer, deletes identifiable
information from the message and then transmits it to RODS
over a secure virtual private network (VPN), or a leased line,
or both (during the 2002 Winter Olympics we utilized both
types of connections to each facility for fault tolerance). The
RODS HL7 listener maintains the connection with the health
system’s message router and parses the HL7 message as
described in more detail below. It then passes the chief
complaint portion of the message to a Bayesian text classifier
that assigns each free-text chief complaint to one of seven
syndromic categories (or to an eighth category, other). The
database stores the category data, which then are used by
applications such as detection algorithms and user interfaces.

Data about sales of OTC health care products are processed
separately by the National Retail Data Monitor, which is
discussed in detail in another article in this issue of JAMIA.23

The processing was kept separate intentionally because, in
the future, the servers for the National Retail Data Monitor
may operate in different physical locations than RODS. The
RODS user interfaces can and do display sales of OTC health
care products as will be discussed, but other user interfaces
can be connected to the National Retail Data Monitor as well.

Data Level

Data Sharing Agreements
Prior to September 2001, RODS received data only from
hospitals associated with the UPMC Health System, and
efforts to recruit other hospitals met with resistance. After the
terrorist attacks (including anthrax) in the Fall of 2001, other
hospitals agreed to participate. Although data in this project
are de-identified, certain information such as the number of
ED visits by zip code were considered proprietary informa-
tion by some health systems. Health Insurance Portability
and Accountability Act (HIPAA) concerns also were very
prominent in the discussions. Data-sharing agreements were

F i g u r e 1. Data communication to RODS system from various health systems. (HSRC, health system resident component;
VPN, virtual private network).
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Basic RODS Structure



RODS Data
Shared among multiple health institutions.

Data type is HL7 (discussion later).

Transmission (chief complaint free text via HL7 messaging 
servers).

Integrity (avoid incoming duplicates via composite 
primary key).

Database (Oracle 8i).



RODS: Application Level
Natural Language Processing: 
Bayesian Complaint Coder (CoCo)

Detection Algorithms (recursive least square)
http://en.wikipedia.org/wiki/Recursive_least_squares_filter

Alert Notification

User Interface



RODS: User Interface



RODS: User Interface



RODS: User Interface



HL7 (Health Level 7) Messaging
An ANSI standard for healthcare 
specific data exchange between 
computer applications. The name 
comes from "Health Level 7", which 
refers to the top layer (Level 7) of the 
Open Systems Interconnection (OSI) 
layer protocol for the health 
environment.

http://www.hl7.org/
http://www.hl7.ca/



HL7 (Health Level 7) Messaging

MSH segment contains information about the Sender and Receiver of the message, the 
type of the message, a time stamp, etc.

EVN contains information about the type of message; for example, A04 (Register a patient). 
Information contained in EVN is duplicated in MSH, so starting from HL7 version 2.3 this 
segment is excluded from all message definitions.

PID contains demographic information about the patient such as name, id codes, address, 
and so on.

PV1 contains information regarding the patient's stay in the hospital, such as location 
assigned, referring doctor, etc.

HL7 in XML? http://www.interfaceware.com/manual/ch-6-3.html

MSH|^~\&|EPIC|EPICADT|SMS|SMSADT|199912271408|CHARRIS|ADT^A04|1817457|D|2.3|
EVN|A04|199912271408|||CHARRIS
PID||0493575^^^2^ID 1|454721||DOE^JOHN^^^^|DOE^JOHN^^^^|19480203|M||B|254 E238ST^^EUCLID^OH^44123^USA||(216)731–4359|||M|NON|400003403~1129086|999-|
NK1||CONROY^MARI^^^^|SPO||(216)731–4359||EC|||||||||||||||||||||||||||
PV1||O|168   ~219~C~PMA^^^^^^^^^||||277^ALLEN FADZL^BONNIE^^^^|||||||||| ||2688684|||||||||||||||||||||||||199912271408||||||002376853



National Electronic Disease 
Surveillance System (NEDSS)

The National Electronic Disease Surveillance System (NEDSS) is an initiative that promotes the use of data and 
information system standards to advance the development of efficient, integrated, and interoperable surveillance 
systems at federal, state and local levels. A primary goal of NEDSS is the ongoing, automatic capture and analysis of 
data that are already available electronically.

NEDSS is based on the following principles:
Utilization of industry standards
Reliance on off-the-shelf software
Internet-based secure transmission of data
A common "look and feel" of systems
Common reporting requirements
No requirement to use specific software

NEDSS is designed to address the limitations of current surveillance systems which include:
Multiple incompatible disease specific systems that currently exist
Incomplete and delayed data
Burden on health care system to report disease
Overwhelming volume of data to be managed by health departments
Lack of state-of-the-art information technology

The mission is to design and implement seamless surveillance and information systems that take advantage of the best information and 
surveillance technology, and serve the following needs at the local, state, and national levels:

Monitor and assess disease trends
Guide prevention and intervention programs
Inform public health policy and policy makers
Identify issues needing public health research
Provide information for community and program planning
Protect confidentiality while providing information to those who need to know
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h.   Implement a security system and appropriate security policies. 

 
Functional description:  To develop standards, operating procedures and 

infrastructure for the secure transmission, processing and storage of sensitive or 
critical data and the support of sensitive or critical systems.  This will include the 
secure Internet exchange of information based on the creation and operation of a 

secure Internet connection and gateway facility that can work in concert with the 
CDC’s Secure Data Network (SDN). 

 
Technical description:  Security policies will be implemented with authentication 
based on industry standard X.509 certificates, secure tokens, and other applicable 

means as identified; access and control of data via selective integrated repository 
authorization; an encryption engine and appropriate use of encrypted data; and access 

control through a firewall by data routing to programs and other organizations.  
 
 

 
NEDSS Systems Architecture for State and Large Local Health Departments 

 

NEDSS Systems Architecture
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Conclusions (Round 1)
Real-time monitoring objectives not quite met but close.

Identified two data types (free-text chief complaint information 
and OTC sales) which have 70% coverage.

Importance of HL7 routers and adherence to NEDSS architecture.

Giving it away via GNU licensing is generally insufficient. 
Expertise requirements are too high. Application service provider 
model much better.

Need for computing component behind firewall to act as a case 
detector in a distributed environment.



What’s Next?
Develop early-warning capability for a large, outdoor 
release of anthrax, by means of improved interfaces,  
more mature detection algorithms to reduce false alarms, 
and the highly specialized, distributed look-back function.

Enlarge the application service provider to include more 
states and data types.

Add additional disease scenarios (e.g., in-building anthrax 
release, vector-borne and food-borne diseases, SARS).



RODS 2: Electric Boogaloo
The creation of OpenRODS (http://
openrods.sourceforge.net/) addresses a need to allow a 
broad user base to develop and customize RODS to their 
needs. Following general open-source philosophy, this 
licensing, by creating more active and targeted 
development, should benefit the entire RODS community.

New features in 2.0: drill-down of age and sex, customized 
jurisdictions, a simplified GIS interface, and user 
preferences.



RODS 2.0 Architecture
Six functional areas:

data collection (HL7 systems, text-parsers, possible XML 
component?)

syndrome classification (Coco using Naive Bayesian 
classifier to assign chief complaint data to user-defined 
categories; intended release of ICD-9-based classification)

data warehousing

database encapsulation (EJBs for accessing database)

outbreak detection (recursive least squares)

user interface (authentication, display of data, GIS interface)



RODS 2.0 Architecture



Current Status of RODS



RODS in Seven Weeks: 
Salt Lake City, 2002 Olympics

The events of September 11, 2001, along with the 
subsequent domestic anthrax terrorism incident, 
highlighted the need for a rapid-response surveillance 
system at the 2002 Winter Olympic Games in Salt Lake 
City.

RODS was used in order to test the real-world rapid 
deployment of a syndromic surveillance system.



Background
An example of common practice in syndromic 
surveillance is the CDC’s “drop-in” method, which 
consists of manual collection of data by health clinicians.

But while “drop-in” surveillance is more thorough, it is 
also more costly, more obtrusive, and ultimately slower to 
respond. It is the obtrusive nature of the “drop-in” method 
that led the Utah Dept of Health to choose an alternative.



Objectives
Adequate coverage of the Utah region.

Chief complaint data returned in a “timely fashion.”

Analysis of data for aberrant patterns.

Notification of appropriate officials.

Facilitation of investigation of incident.



Surveillance
Daily polling of select physicians, pharmacies, vets, 
poison control, forensic pathologists.

24-hour surveillance of urgent care facilities.

Manual syndromic surveillance system reviewing logs.

RODS used to monitor ~2M people in Wasatch Front 
region. Tracking was focused on geographical location, 
not participants themselves.

RODS collaborated with public health officials and health 
systems (70% of regional coverage).



Operation
Main data type collected: free-text chief complaint.

HL7 data transferred via VPN back to the RODS servers at 
the University of Pittsburgh, parsed by Coco.

Data then analyzed every four hours by the automated 
detection algorithm, recursive least square (RLS) adaptive 
algorithm.

RLS was chosen because it required only a few days to 
generate its model coefficients.
Also RLS is more sensitive to recent historical data to 
predict outcomes, making it ideal for a short-term event like 
the Olympics.



Operation
What’s Strange About Recent Events (WSARE) was also 
used to analyze the incoming data for anomalous events. 
But because it requires more data to normalize, it was not 
used in the formal response structure at the Olympics.

RODS was set to alert important officials when the data 
surpassed a 95% confidence interval threshold. Officials 
would then log onto the RODS interface to analyze the 
data and determine a course of action.

A two-tier review system was put in place to minimize the 
effect of false alarms.



Privacy Issues
Intrusive chart reviews okayed for 2002 Winter Olympics.

RODS was a “research project” so it needed HIPAA/IRB.

Data use agreements with health systems.

By law much of the information had to be protected, limiting the 
effectiveness of the surveillance. Also, RODS’ 7 syndromes did 
not match those 11 approved by Utah. Even with its NLP base, 
this was another possible limitation to the RODS system.

Federal law now puts great emphasis on HIPAA. Minimal (HL7) 
data can now be used for public health surveillance.

Trusted broker model implemented between UDOH, the RODS 
lab, and the individual health care systems. For IHC, UDOH was 
cut out of this relationship!



ID Task Name

1 GOAL DATE FOR NETWORK AND DATA FEEDS

2 GOAL DATE FOR APPLICATIONS

3 OPENING CEREMONY

4 RODS PRESIDENTIAL DEMONSTRATION

5 PUBLIC HEALTH LEVEL (Gesteland, Rolfs)

6 UU

7 UU MOU review and sign

8 Pitt MOU review and sign

9 Utah Health Dept. R&S

10 IRB UU approval

11 Milestone: UU PERMISSION

12 IHC

13 IHC MOU review and sign

14 Pitt MOU review and sign

15 IRB IHC and ISC approval

16 Milestone IHC Permission

17 Create and convene governing board

18 Integrate into public health practice

19 NETWORK LEVEL (Matyas)

20 Finalize Olympic network designs

21 Get bldg, floor, and room loc. for lines

22 Order eqpt (leased line and VPN eqpt)

23 Order leased line circuits

24 VPN

25 preconfiguration and ship

26 UU

27 pix arrives

28 install and test

29 Milestone: UU VPN solution

30 IHC

31 pix arrives

32 install and test

33 Milestone: IHC VPN solution

34 Leased Lines

35 circuits delivered by AT&T

36 UU

37 Install and test

38 Milestone: UU 'Olympic' network

39 IHC

40 Install and test

41 Milestone: IHC 'Olympic' network
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Matyas
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1/16

VanderToolen,Pow
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Project Summary
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ID Task Name

42 DATA LEVEL (Tsui)

43 UU confirm data avail in HL7

44 UU any data enrichment

45 UU test messages

46 Milestone: UU data feeds

47 IHC confirm data avail in HL7

48 UU any data enrichment

49 IHC test messages

50 Milestone: IHC data feeds

51 Add MRN to HL7 Messages for lookback

52 ? MR Number encryption

58 UU add MRN to HL7 msg

59 IHC add MRN to HL7 msg

60 Milestone: Data and UU IHC work done for lookback

61 APPLICATION LEVEL (Wagner)

62 GIS adaptation

63 User interface adaptation

64 User accounts

65 Detection algorithm adaptation

66 Get historical data

69 Rapid Investigation capability

78 NLP CC-option (Ivanov)

79 development

80 Training preparation

81 Training files - Map CC to syndrome

82 Automatic translation

83 Re-map CCs mapping to >1 syndrome

84 Network preparation

85 Design and create Netica network

86 Modify for new trainng file

87 Synonyms

88 Training tool

89 Testing of Network

90 10 fold cross-validation

91 ROC curves for network testing

92 Graph and Summarize results

93 Implementation

94 decide whether to go ahead

95 Install Mac 

96 Install training tool and train newtork

97 Install trained version of INLS
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Tsui,Lundell,Lee
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Karini,Espino

Espino,Lui

Espino
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Bob
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Tsui
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chapman,Tsui
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political tolls. This history, coupled with the fact that data
received by the UDOH often became property of the state, led
IHC to favor a bilateral agreement—excluding UDOH. The
final agreement specified that UDOH could only view
aggregate time-trended and spatially displayed data (i.e.,
absent the free-text chief complaint and with age reported in
five-year ranges) and could only receive more detailed data in
the event of a public health emergency.

Privacy Protection
The potential repercussions (e.g., monetary penalties, litiga-
tion, and imprisonment) of violating HIPAA regulations (and
misusing data in general) required that strict attention be paid
to protecting privacy. In the Utah RODS implementation,
individual health system data are blended with other health
system data and made available in aggregated, summary
format for public health surveillance purposes through an
encrypted, password-protected Web interface. Access to pa-
tient level details, including chief complaints and protected
health information, is restricted.

Under the data-sharing agreements, all health system data
sent to the system remain the property of the sending health
system. However, in the event of a public health emergency,
the public health authorities have the right to obtain more
detailed information about possible cases, and any data
recorded during the course of managing such an emergency
would become the property of the state.

Experience

Deployment
Deploying the surveillance system required substantial
technical resources. Fortunately, these were available at the
health systems in Utah and the RODS laboratory and from
their collaborators at the University of Pittsburgh and
Carnegie Mellon. The core technical expertise required for
the Utah deployment included software engineers to create
the HL-7 interfaces; network architects to create the con-
nections to the surveillance system; informaticians with the
programming and database administration expertise to
modify the database and redesign the applications to handle
data from a new region; and programmers to generate the
output of the mapping system. Data architects and analysts
familiar with the health system’s information systems were
extremely valuable in making determinations about data
availability and data quality. Clinicians and analysts with
access to the electronic medical record are required to obtain
additional clinical data and patient contact information in the
event of emergency.

Generalizability
If a health system uses HL-7 messages to transmit data from
the registration system and captures free-text or coded chief
complaints, the Utah RODS approach will be applicable.
In the simplest case, the message streams can simply be
duplicated and routed securely to the RODS system in an
application services provider model. The RODS laboratory
has been in contact with several state health departments
interested in this approach. We think that the project man-
agement task structure we developed is generic and would
be extremely valuable in planning and managing a third

deployment (Fig. 2—Sample Gantt chart, available as an
online data supplement at www.jamia.org).

Acceptability and Usefulness
Because data acquisition for RODS is imperceptible to the site
of care delivery, acceptability to the health care provider is
excellent. The UDOH and local health department officials
readily accepted the presence of RODS during the Olympics.
The system provided an additional data source of corro-
borating information to support information coming from
other surveillance systems and provided a high degree of
reassurance that sudden, large aberrations in acute care visit
counts would not go unnoticed for hours. The system
currently is the only source of syndromic surveillance data
for the state of Utah.

Cost
Fortunately, securing funding to support the Utah im-
plementation was not an issue because the RODS laboratory
had funding, the Utah project lead had fellowship funding
from the National Library of Medicine, and the regional
hospitals were willing to absorb the minimal cost of HL-7
message router configuration. The authors have not estimated
the actual costs of hundreds of hours of donated time from the
RODS laboratory, the health systems, and the health de-
partment. The project also benefited from donated industry
support in the form of leased data lines, but the costs of the
current Utah RODS network areminimal because of the use of
the free Internet (the cost of two virtual private network
routers).

Status Report
Between February 8, 2002, and March 31, 2002, RODS
analyzed 43,895 emergency visits (average of 861 per day)
and 70,684 (average of 1,386 per day) urgent care regis-
trations. Table 1 shows the number of encounters broken
down by facility type and by syndrome.

During the Olympics, a total of 31 users logged in 233 times to
the user interface. They viewed the graphs on theMain screen
1,244 times, generated 702 custom graphs with Epiplot,
requested 618 sets of detailed case data, and accessed
Mapplot 511 times.

During the Olympic time period, the RLS alarm detection
algorithm ‘‘fired’’ twice. The first signal alarm was generated
when the number of patients from Morgan County present-
ing within a 24-hour period complaining of constitutional

Table 1 j Utah RODS Acute Care Visit Counts by
Syndrome and Facility Type for the Period of
February 8, 2002, through March 31, 2002

Syndrome
Urgent Care

(%)
Emergency

(%)
All Acute Care

(%)

Constitutional 19,245 (27.23) 6,078 (13.85) 25,323 (22.10)
Respiratory 4,440 (6.28) 4,967 (11.32) 9,407 (8.21)
Encephalitic 2,895 (4.10) 4,107 (9.36) 7,002 (6.11)
Gastrointestinal 906 (1.28) 2,173 (4.95) 3,079 (2.69)
Rash 1,535 (2.17) 561 (1.28) 2,096 (1.83)
Hemorrhagic 285 (0.40) 762 (1.74) 1,047 (0.91)
Botulinic 18 (0.03) 30 (0.07) 48 (0.04)
None 41,360 (58.51) 25,217 (57.45) 66,577 (58.11)

Total 70,684 43,895 114,579
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Results
Over 51-day period, 233 logins from 31 unique users.

Viewed Main screen 1244 times, 702 Epiplots, 511 
Mapplots.

Detection algorithm “fired” twice. Second instance 
interesting: 33 hemorrhagic complaints over 7 counties in 
24 hours.



Discussion
Olympics was definitely a special situation that drove the 
deployment of the RODS system. Without such a driving 
force, deployment could take years.

Institutional data sharing a political not technical hurdle. 
With RODS system already largely developed, the 
implementation of the Trusted Broker consumed the most 
time and effort.

Many natural hurdles (cost, experience, interoperability, 
data complexity, etc) were addressed or even eliminated 
prior to implementation, thus making the RODS 
deployment more easily successful.



Questions


