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Lot of ways to look at this data once it has been captured,
but many of these tools require significant expertise

Jo-work-usb-2009-12-11.E01 - GHex

P N - ESED

2:46AM

45 56
0 00
00 00
00 00
30 14
98 (8
6D 7A
72 10
1D 68
9B 49
D6 B9
72 32
00 00
00 00
01 75
0B 8C
BO A4
55 60
BO 2D
OE 28
EA 98
F8 68
00 9A
00 00

46
00
00
00
44
oF
Do
B5
70
27
5F
00
00
00
8F
AB
4C
9F
CA
67
37
65
00
00

09
00
00
00
E7
69
AA
64
27
E6
E9
00
00
00
5B
57
25
AE
9C
3A
EO
61
00
00

oD
00
00
00
97
E6
62
15
A5
D1
09
00
00
00
OE
CF
E8
AS
9A
5A
35
64
00
00

0A
03
00
00
EE
76
3E
9C
86
BB
E6
00
00
00
82
BD
40
A2
E1l
33
97
65
00
00

FF
01
00
00
s
32
5C
ED
45
26
3D
00
00
00
30
98
)
72
10
9B
06
72
00
00

00
00
00
00
A4
6D
4B
3D
BF
DD
DE
00
00
00
14
c8
TA
10
68
49
B9
00
00
00

01
00
00
00
F8
67
7A
65
19
7E
%8
00
00
00
44
oF
D6
BS
70
27
SF
00
00
00

01
00
00
00
ce
A6
c2
Do
3C
EF
BA
00
00
00
E7
69
AA
64
27
E6
E9
00
00
00

00
00
00
00
B8
9F
2F
0B
D9
23
DA
00
00
00
97
E6
62
15
AS
D1
09
00
00
00

00
00
00
00
07
F7
3E
9E
9A
FB
7F
F9
00
00
EE
76
3E
9C
86
BB
E6
00
00
00

00
00
00
00
37
4A
5B
A3
36
BF
cc
01
00
00
s
32
5C
ED
45
26
3D
00
00
00

68
F6
00
96
51
41
D8
ED
DE
ED
E7
00
00
00
A4
6D
4B
3D
BF
DD
DE
00
00
00

65
00
00
03
81
AD
00
B4
BO
c2
0B
00
00
00
F8
67
7A
65
19
7E
9B
00
00
00

61
00
00
92
28
92
AE
D1
F6
D3
28
00
00
00
ce
A6
c2
De
3C
EF
BA
00
00
00

64
00
00
E3
89
1A
A0
1A
56
c7
6E
00
00
00
B8
9F
2F
0B
D9
23
DA
00
00
00

65
00
00
78
EO
75
E2
14
BD
69
26
00
00
00
07
F7
3E
9E
9A
FB
7F
93
00
00

72
00
00
01
0B
BO
55
BO
OE
EA
F8
00
00
00
37
4A
5B
A3
36
BF
cc
02
00
00

32
00
00
75
8C
A4
60
2D
28
98
68
F6
00
8C
51
41
D8
ED
DE
ED
E7
00
00
00

00
00
00
8F
AB
4c
9F
CA
67
37
65
00
00
04
81
AD
00
B4
BO
c2
0B
00
00
00

00
00
00
5B
57
25
AE
9C
3A
EO
61
00
00
71
28
92
AE
D1
F6
D3
28
00
00
00

00
00
00
OE
CF
E8
A5
9A
5A
35
64
00
00
19
89
1A
A0
1A
56
c7
6E
00
00
00

Signed 8 bit: [ 0 signed 32 bit: | 0

®
()
B
B
"
=
-
Ll

Unsigned 8 bit: | 0 Unsigned 32 bit: | 0

Signed 16 bit: | 0 Float 32 bit: | 0.000000e+00

Unsigned 16 bit: | 0 Float 64 bit: | 1.406968e-309
Show little endian decoding

Offset: 0x18

He

Stre

Show unsigned and floa

Most forensics tools provide
basic viewing capabilities (hex
and native). Sophisticated
analytics are generally limited
to commercial tools.
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...can we do better?




The BitCurator Access Project

BitCurator Access is a two-year Andrew W. Mellon Foundation
funded project (October 1, 2014 — September 30, 2016) housed in the
School of Information and Library Science at the University of North
Carolina at Chapel Hill.

We’'re developing open source software to supportaccess to disk
images. Three core approaches:

(1) Tools and reusable librariesto support web access services
for diskimages

(2) Analyzing contents of file systems and associated metadata

(3) Redacting complex born-digital objects (diskimages) and
emulated access to redacted images



Web access to disk images: (bca-webtools)
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Using lightweight web service tools along with digital forensics libraries to produce sophisticated

navigation and management interfaces for diskimages via a web browser.

Drop your disk images into a network accessible location, start the service, and begin browsing.
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Disk image metadata

| UWSGI server I Search terms extracted from
text-rich document types N
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— |
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bca-webtools

Browse directories and download files:

d/r  Filename Size Modified time
r  $AttrDef 2560 2009-11-20T17:38:09Z No
r $BadClus 0 2009-11-20T17:38:09Z No
$Bitmap 32320 2009-11-20T17:38:09Z No
r $Boot 8192 2009-11-20T17:38:09Z No
d $Extend 552 2009-11-20T17:38:09Z No
r $LogFile 7405568 2009-11-20T17:38:09Z No
r $MFT 262144 2009-11-20T17:38:09Z No
r SMFTMirr 4096 2009-11-20T17:38:09Z No
r $Secure 0 2009-11-20T17:38:09Z No
r $UpCase 131072 2009-11-20T17:38:09Z No
r  $Volume 0 2009-11-20T17:38:09Z No
d . 56 2009-12-03T21:17:01Z No
r 01.zip 108438 2009-11-24T21:21:16Z No
r astronautjpg 713418 2009-11-24T21:33:33Z No
r astronautl.jpg 722717 2009-11-24T21:43:42Z No
d Email 56 2009-12-10T22:27:55Z No
d Immortality 56 2009-11-24T21:55:45Z No
r invsecr2.exe 1291720 2009-11-19T18:42:25Z No
r microscope.jpg 136274 2009-11-24T21:27:51Z No
r microscopel.jpg 136274 2009-11-24T22:19:21Z No
r Nitroba work.odt 10906  2009-11-19T21:26:42Z No
d $OrphanFiles 0 1970-01-01T00:00:00Z No

Deleted?




Web access to disk images: (bca-webtools)
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Web access to disk images: (bca-webtools)
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Web access to disk images: (bca-webtools)
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Web access to disk images: (bca-webtools)
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Web access to disk images: (bca-webtools)
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i Disk Image Access for the X

127.0.0.1:8080

h BCA
Webtools

Home

The bca-webtools application provides access to forensically-packaged (.EO1 and .AFF)
disk images. Supported file systems include FAT16, FAT32, NTFS, HFS+, and EXT2/3/4.
Click on 'Browse' to navigate through the file system(s) within the disk image, or

'‘Download' to download the complete disk image.

Image Name

charlie-work-usb-2009-12-11.E01

nps-2010-emails.E01

nps-2013-canon1.E01

terry-work-usb-2009-12-11.E01

Admin

Info Browse Download

Select an option below to
search available disk
images by filename or file
contents. (Currently
indexing all filenames,
contents of .doc, .odt, .pdf,
and .ixt)

Search by filename
© Search by content

Search

Note: This software is in
beta. You must populate
the DFXML database and
generate a search index
prior to searching.

Visit the "Admin" link and
select "Build DFXML Table"
to enable search by
filename. Select "Generate
Index" to build the primary
content search index.



Web access to disk images: (bca-webtools)

D Disk Image Access for the X

(& 127.0.0.1:8080/image/metadata/charlie-work-usb-2009-12-11.E01

h BCA
Webtools

File system metadata for disk image: charlie-work-usb-2009-12-11.E01

Acquisition Date: 2011-01-19T17:09:18

Acquisition System Date: 2011-01-19T17:09:18

Acquisition OS: Linux

File Format: EnCase 6

Media Type: fixed disk

Blocks Per Sector: 512

Media Size (bytes): 1059061760

MDS5: 9c0de6c8532d7a66ddcf01861dfb6535
Admin



Web access to disk images: (bca-webtools)

i Disk Image Access for the X

€« (& 127.0.0.1:8080/image/charlie-work-usb-2009-12-11.E01/1

h BCA
Webtools

Browse directories and download files. Items marked "r" in the first column are regular
files. ltems marked "d" are directories.

d/r Filename Size Last Modified Deleted?
r  SAttrDef 2560 2009-11-20T17:38:09Z No
r $BadClus 0 2009-11-20T17:38:09Z No
r  $Bitmap 32320 2009-11-20T17:38:09Z No
$Boot 8192 2009-11-20T17:38:09Z No
d $Extend 552 2009-11-20T17:38:09Z No
r  SLogFile 7405568 2009-11-20T17:38:09Z No
r MFET 262144  2009-11-20T17:38:09Z No
r  SMETMirr 4096 2009-11-20T17:38:09Z No
r $Secure 0 2009-11-20T17:38:09Z No
r 8UpCase 131072 2009-11-20T17:38:09Z No
r $Volume 0 2009-11-20T17:38:09Z No
d . 56 2009-12-03T21:17:01Z No
r 01.zip 108438  2009-11-24T21:21:16Z No
r  astronaut.jpg 713418  2009-11-24T721:33:33Z No
r astronauti.jpg 722717  2009-11-24T21:43:42Z No
d Email 56 2009-12-10T22:27:55Z No
d Immortality 56 2009-11-24T21:55:45Z No
r invsecr2.exe 1291720 2009-11-19T18:42:25Z No
r  microscope.jpg 136274  2009-11-24T21:27:51Z No



Web access to disk images: (bca-webtools)

Bl Disk Image Access for the %

& (& 127.0.0.1:8080/admin
associated DFXML files, and populates the database with this information.

"Build All Tables" builds all tables associated with the database.
Each of the "Drop" options drops the associated table from the database.

"Generate Index" generates an index of searchable content from common filetypes found
in available images using PyLucene.

"Clear Index" clears the existing index.

"Show Image Matrix" displays a table of all readable images, and shows the current status
of information from that image in the database.

Build Image Table
Build DFXML Table
Build All Tables
Drop Image Table
Drop DFXML Table
Drop All Tables
Generate Index
Clear Index

© Show Image Matrix

Submit

@ Image Matrix

Image DFXML Add DFXML Drop DFXML
Index Image Name Table?  Table? Indexed? raple Table
0 g:r;aél(lﬁ-work-usb-2009-1 2 Tre False False Add Delete
1 nps-2010-emails.E01 True False False Add Delete
2 nps-2013-canon1.E01 True False False Add Delete
3 terry-work-usb-2009-12- True False False e, Seinte
11.E01
Admin



My Research

A few of the BitCurator team’s friends (partners, advisors, or
funders):

¢ Harvard University Library ——

National Institute of E DUCDPIA MITLIbrarIeS

Standards and Technology INSTITUTE

U.S. Department of Commerce

UNI

History

Associates?
@
' New York

NYU @ i LIBRARY OF

FREIBURG

@ STANFORD UNIVERSITY LIBRARIES

CONGRESS
m The Andrew W. Mellon Foundation
Open 2 . .
Duke A | ArchivesSpace Preserv @rChIVCmatlca®
Foundation

...and many others contributing in the Google Group:

https://groups.google.com/forum/#!forum/bitcurator-users

| UNC
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The BitCurator Access Team

Cal Lee Kam Woods - Alex Chassanoff Sunitha Misra
Pl Technical Lead Project Manager Software
and Co-PI Developer

...and our advisory board: http://www.bitcurator.net/bitcurator-access-people/

=)
2 C
27,
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Ongoing support for the BitCurator environment is being
managed by the BitCurator Consortium

C' (O https://www.bitcuratorconsortium.org oY% 9
L ]
B I tC u ra toy r Member Login | Search Q
CONSORTIUM About Us ~  Why Digital Forensics +  Using BitCurator +  Get Involved + BUF 2016

Acquire. Analyze.
Report.

The BitCurator Consortium (BCC)
is the user community and
development base for the
BitCurator open source forensics
tools and environment.

Our Mission >

Membership is open to libraries, archives, museums, and other institutions Members
worldwide that seek a collaborative community within which they may explore and British Library
apply forensics approaches and solutions to their digital collections. University of
Melbourne Library
Become a member now > | Texas State Libraries
and Archives
How to Use BitCurator Member Benefits Commission
« Acquire and process digital collections. « Use of the members-only BCC mailing list and help desk New York University
[ « Maintain the original order of digital materials. « Access to the members-only videos and documentation __University of Virginia

https://www.bitcuratorconsortium.org/

| UNC o 15



BitCurator Access and BitCurator Environment Resources

Bit

BOA Webiools
GitHub Repo
BitCurator. et

Support

Tooks
What ks here
Rolated changes
Specl pages

BitCurator Consortium

access.bitcurator.net/index.php?title=Main_Page

Curater Access

)
n
L]

& 15223.17.195 Talkforthis IP address & Login

Lo sesen |

and

Page Discussion View  View souros Hisory
Main Page
The BiCuratr Access prjec s developng ives, and museurs) i providing web-based and oca 0068 1 bon-digtal materils hokd on disk mages. BACuratr Acoess
« instutons 0 incorp
Using 5 o and

system, and residual (non-ile system) data contained within disk images.

BitCurator Community

Research and Development Areas

“The BitCurator Access project s exploring four areas of intest related to accessing born-digital collectons:

« Web-based access o raw and forensically packaged disk images

Pemanent ink

. using dig
+ Redaction o file tems, metadata and hidden data from disk images.

Browsing Disk Images on the Web

“The bea-webtools 5 software is a raw and
within a web browsr. E01-packaged FATI6, FATS2,

NTFS, HFS+, and EXT 273/ fl systoms, 1o navigate the and
within a simple web interfaco.
For more the appliation, along with instructions on how  buid the soft the BitCurator Access

Webtools page.

Redaction

easyto e
Digital medi sensitive, or

Downloads

BCA Webtools Source (GitHub) &
Current and past releases @

Community

BiCurator Uso Group Got uppot nd discoss s
12,0,2, i e commrty
%S

Support BitCurator

BitCurator
Support of BitCurator Consortium & members. Find out more about
becoming a member .

Licenses

Information being collected demands automation to ensure tha risks of inadvertent dsclosure are minimized.
Currenty, 2
software development, including:

addressing these needs. BitCuralor Access willtrget specifc areas of

+ Redacting specifc bistreams from raw disk images
« Creating redacted copies of forensically-packaged disk images

volume of

GPL 3 lcensed. This wik,
ocumentation, and other materials generated by the BtCurator team
are liensed under Creative Commons Attribution 4.0 Intemational (CC
BY 4.0). Al other software includd i the BCurator environment .
distributed in accordance with originl licenses.
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BitCurater

CONSORTIUM AboutUs ~  Why Digital Forensics ~

Membership is open to libraries, archives, museums, and other institutions
worldwide that seek a collaborative community within which they may explore and

apply forensics approaches and solutions to their digital collections.

How to Use BitCurator Member Benefits

« Acquire and process digital collections.
« Maintain the original order of digital materials.

Member Login

Using BitCurator ~

+ Use of the members-only BCC mailing list and help desk
+ Access to the members-only videos and documentation

r:)
n
1]

Search Q

GetInvolved ~  BUF 2016

Acquire. Analyze.
Report.

The BitCurator Consortium (BCC)
is the user community and
development base for the
BitCurator open source forensics
tools and environment.

Our Mission >

Members

British Library
University of
Melbourne Library
Texas State Libraries
and Archives
Commission

New York University

Project overview
Publications

News

Consortium and Membership
http://www.bitcurator.net/

https://www.bitcuratorconsortium.orq/

University of Virginia

Or find the research group on Twitter: @bitcurator
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