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Problem: 
File systems age out of usability.

• Operating systems can't support every file system that ever was, 
or will be. 

• HFS (classic Mac) - outdated 

• XTAF (XBox 360) - niche device support 

• How do we interact with disks that aren't or won't be the norm? 

• Custom file system parsers?  
Each custom parsing program has its own interface & 
software dependencies.
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Proposal: 
Treat a file listing like a file system.

3



Proposal: 
Treat a file listing like a file system.

4



Proposal: 
Treat a file listing like a file system.

• Navigate file metadata like a file system. 
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Proposal: 
Treat a file listing like a file system.

• Navigate file metadata like a file system. 

• With DFXML and disk image, get file contents from a disk without mounting 
the disk.
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Benefits
• Non-standard disks can be read with normal interfaces, without writing kernel code. 

• (Debug prints become DFXML pretty easily. 
Validation available with the DFXML schema.) 

• Cantankerous parsing software? 

1. Make DFXML on special machine; 

2. Deploy file system on locked-down systems. 

• Subsets of file systems can be presented. 

• Curated selections; deleted files; files since last backup;  
"Hidden" files; Alternate Data Streams; etc...
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Demo
• DFXMLFS implemented using DFXML Objects.py bindings, and 

Python-FUSE. 

• Tested in OS X, Ubuntu and Fedora. 

• Showing two non-standard file systems: 

• HFS via hfs2dfxml 
[Dietrich, 2015] 

• XTAF via modified SleuthKit  
[Nelson et al., 2014]
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DFXML: An HFS disk
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DFXMLFS: An HFS disk
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DFXMLFS: An XBox 360 disk
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Summary

• If an operating system won't read your disk,  
it can read DFXML of the disk instead. 

• DFXMLFS available at:  
https://github.com/ajnelson-nist/dfxmlfs/  
 
Feedback is welcome.
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Questions?

alexander.nelson@nist.gov

14

mailto:alexander.nelson@nist.gov?subject=

